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▪ How SESIP Profiles Standardize Security Requirements

▪ SESIP Automotive Profiles Roadmap

▪ SESIP Profiles 

– CMOS Image Sensor

– SAE J3101 (HPSE) 

– ECU 
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How SESIP Profiles Standardize 
Security Requirements Across 
Automotive Items and Components



Page 4

A predefined set of 
Security 

Requirements

Tailored for a specific 
type of platform or 

component

Defines expected 
security capabilities 
and assurance level

Standardize security 
expectations across 
products→

• Ensures consistency between 
vendors and evaluations

Reduce effort in 
Security Target 
creation→

• Reuse predefined requirements 
instead of starting from scratch

Enable comparability 
and scalability→

• Results can be compared 
across products and reused in 
systems

Support early 
integration of trusted 

components
May include detail on 

testing methods

Assumptions and 
Environment

SESIP Assurance levels 
(1-5)

Security Functional 
Requirements

Scope of Evaluation

What is a SESIP 

Profile?

Why is it Useful? What does a SESIP 

Profile Contain?

Functional 
testing →

Vulnerability 
analysis →

Fuzzing →
Penetration 
testing →
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Profiles can include detail about testing methods:

• Functional testing → validate security behavior

• Vulnerability analysis → assess design & 

implementation

• Fuzzing → test interface robustness

• Penetration testing → validate resistance to 

attackers



Page 17

▪ Due to the Composition and Reusability:

Thanks to composition and reusability, SESIP 

Profiles can standardize security requirements 

across all the items and components that 

make up a modern automotive system
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Profiles & Roadmap
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Useful Next Profiles? ADAS System

High Performance Computing ECU

ECU (s): 

•Base Profile & Functional Blocks

Automotive CMOS Image 
Sensor

Certification Profiles &      
Path for SAE J3101

Currently Under 

Development in the GP 

SESIP Auto WG

*MCU/ MPUAvailable SESIP Profiles:

Secure MCU/MPU

Secure External Memories

WPC Qi Secure Storage Subsystem

Code Update Mechanism

Edge Compute Nodes

Modular

Composable
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SAE J3101-5 PP

Trusted Application Aspects 
levering TEE & SE

Current status: Soon to be in 
Public Review

Final Publication: Q3 2026?

J3101 Baseline 
SESIP Profile

Proprietary HSM Evaluation of 
Compliance for J3101

Current Status: Pending Initial 
Draft (June ?)

Final Publication: Q3 / Q4  
2026?

Auto CMOS Image 
Sensor Profile

Current Status: 2nd Draft 
Published (April 17th) in Auto 

WG

Final Publication: Q4 or Q1 
2027

Baseline Profile for 
ECUs

Current Status: 1st Draft -
Comments period

Final Publication: Q1 2027?
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▪ Defines a hardware-based security framework for automotive / ground-vehicle electronic 

systems.

▪ Protects critical assets such as cryptographic keys, secure code execution, and sensitive 

in-vehicle data.

▪ Establishes common requirement areas: key protection, crypto algorithms, random 

number generation, secure nonvolatile storage, interface control, secure execution, and 

self-tests.

▪ Typical use cases include secure boot, secure software update, secure in-vehicle 

messaging, diagnostics, data logging, and IP protection.

▪ Serves as a useful foundation alongside ISO/SAE 21434 and broader vehicle 

cybersecurity efforts.



Page 23

Secure Element 
Platform Protection 
Profile (81% of 
requirements)

• EAL_VAN.5

J3101 Trusted 
Application 
Protection Profile 
(19% of 
requirements)

• SESIP Level  3 o 5 
using CSP

• (Under Development)

J3101 Full 
Compliance for 

Secure Elements 

(EAL_VAN 5 using 
CSP or SESIP 3 

without)

Trusted Execution 
Environment 
Platform 
Protection Profile 
(76% of 
requirements)

• EAL_VAN.3

J3101 Trusted 
Application 
Protection Profile 
(22% of 
requirements)

• SESIP Level 3

• (Under Development)

J3101 98% 
Compliance for 

Trusted Execution 
Environments

(SESIP Level 3)

NON-GP 
HPSE

• Base 
Protection 
Profile

NON-GP 
HPSE 

• Remaining 
requirements

J3101 Full 
Compliance 
for HPSE

Security 

Target of 

Non-GP 

HPSE
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▪ AIST is actively addressing security challenges in CMOS Image Sensors

▪ Developed a structured security problem definition, including:

▪ Assets: Image data, sensor configurations, control logic, firmware

▪ Threats:

▪ Unauthorized access or control of sensor

▪ Data leakage or covert exfiltration

▪ Tampering with captured image content

▪ Potential Vulnerabilities:

▪ Insecure interfaces (e.g., test/debug ports)

▪ Unprotected memory or firmware regions

▪ Lack of authentication in communication protocols

▪ Security Functional Requirements under development:

▪ Secure boot and firmware update

▪ Access control and interface protection

▪ Integrity checks for image and configuration data
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▪ Automotive CMOS Image Sensor Profile

▪ Image array considered out of 

scope

▪ SESIP Levels 1,2 and 3

▪ Packages: Secure Update & 

Physical Resistance

▪ Mapping to MPU/MCU Profile
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▪ Assumptions

▪ Functionality not defined

▪ Common automotive interfaces (CAN, LIN or Ethernet)

▪ ECU running only RTOS (based on AUTOSAR OS) 

▪ Reuse of Profiles / Certificates

▪ GP TEE / SE

▪ SESIP SAE J3101

▪ SESIP MPU / MCU

▪ …

▪ Additional Requirements for different SESIP Levels

▪ Potential mapping to CAL

▪ Mapping to ASIL levels (?)

Limited Surface

▪ ECU with SoC (AUTOSAR RTOS)

▪ Wired Interfaces (CAN, LIN)

▪ Example: Rear Lamp system
integrating one SoC using
AUTOSAR OS with 2 x CAN and a
LIN interface
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Developing a specific 
"automotive" version of the 

SESIP Template

To better address 
automotive-specific 

cybersecurity expectations 

Enable more consistent use 
of SESIP in the automotive 

domain

Key Extensions:

CAL Mapping

Alignment with TAF (e.g. 
Threat Attack Trees)

Verification & Validation 
activities (ISO 8477)

Mapping to UNECE threats
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Introduction

SESIP Profile 
Reference

Platform Type

Security Targets 
Claimed

Platform Component 
Functional Overview

Platform type, 
Architecture, 
Components

Functionality

Intended use cases

Security boundaries

Lifecycle

Pre-existing 
certifications or 

compliance efforts

Security Objectives for 
the Operational 

Environment

Platform Objectives

Inherited Objectives 
(composition evaluation)

Security Requirements 
& Implementation

Assurance 
Requirements

Security Functional 
Requirements

• Verification of Platform 
Identity

• Secure Update of 
Platform

Secure Processing 
Package

Mapping and Sufficiency 
Rationales

For each identified 
security threats and 

objectives.

Demonstrates 
compliance with SESIP 

standards

Ensures assessment of 
platform’s security 

posture

CAL Mapping 

Reference?

Annex: 

UNECE 155/156 Threats, Mitigations 

Threat Attack Tree

Implications from CAL 

Level?

Under Discussion
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