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Scalable Evaluation = Stronger Supply-chain
Evidence

SESIP Provides Leverages Automotive Benefits Alignment with Auto Standards
T Relevant for
Supports Ex'f‘?‘t'.rt‘.g Industry reusable certified
functional security HNILONS components (e.g.
interoperability » Security Assurance ECUs, HSMs, SEs,
Levels (AVA_VAN) TEEs, MCUs)
(ISO/IEC 15408)
» Security Functional
Across the whole Requirements
development
process
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Profiles Make Security Requirements Comparable

What is a SESIP Why is it Useful? What does a SESIP
Profile? Profile Contain?

/Standardize security
expectations across

A predefined set of products—

Se_curity » Ensures consistency between
Requirements \_ vendors and evaluations J

Tailored for a specific
type of platform or
component

May include detail on
testing methods

Enable comparability Functional | | Vulnerability
and scalability— testing — analysis —

» Results can be compared
across products and reused in Penetration

systems Fuzzing —

testing —
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Appropriateness of
Test Plan
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developments in
threats and for
objective)

Confirmation of
Test Results
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Useful Next Profiles?

Currently Under
Development in
GlobalPlatform

Available SESIP Profiles:

Secure MCU/MPU

Secure External Memories

WPC Qi Secure Storage Subsystem
Code Update Mechanism

Edge Compute Nodes

Platforme

ADAS System

High Performance Computing ECU

ECU:Base Profile & Functional Blocks
Automotive HSMs Compliance to

SAE J3101
SAE J3101-5: Trusted Applications

with GP Tech
Auto CMOS Image Sensor

*MCU/ MPU

Modular
Composable
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Status of GlobalPlatform
Automotive SESIP Profiles

Automotive HSM
SAE J3101-5 Profile Compliance with J3101 Baseline Profile for ECUs
Profile

4

Pti)lljirsrr?gé %&at;,ills 1 gtnhci E]rzfljt o Trusted Application Aspects Proprietary HSM Evaluation Current Status: 1st Draft -
\F/)VG levering TEE & SE of Compliance for J3101 Comments period
Final Publication: Q4 or Q1 Current status: Soon to be in Current Status: Pending
2027 Public Review Initial Draft (June ?)

Final Publication: Q1 20277?

: D Final Publication: Q3 / Q4
Final Publication: Q3 20267 20267
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Certify Once & Reuse Many Times

How SESIP Composition Works for Platforms and Devices

3. What Must Still Be Evaluated

1. Previously Certified Components

LilLl

LR

LLLLL

b

Component A

— SESIP Certified

Security properties + assurance
evidence already evaluated
Component B

— SESIP Certified

Security properties + assurance
evidence already evaluated

Additional Component(s)
— SESIP Certified

Security properties + assurance
evidence already evaluated

Ez!

7

.

Composed
System C

C reuses the evaluated
evidence from A and B.

Composition May Be:

Layered /
Up-and-Down

Side-by-side

Why Composition Matters

@

Reduced Reuse of
testing scope = certification
s evidence
Evaluate only what Q
; ; Leverage evaluated
is new or different. :
evidence from
certified components.

Faster Consistent
evaluations for requirements
new systems across standards

Built-in mapping to
ETSI, ISO/IEC, NIST.

Shorter timelines,
lower cost.

-

S

Focus evaluation on
what’s new or different.

Q

Test only the differences /
new elements

Verify interfaces and
integration

Confirm inherited
assumptions and environment

& J

o Important: Integrator Responsibility

The integrator must satisfy inherited
assumptions, and the final assurance
may be limited by the weakest
justified assurance level.
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SESIP Supporting
ISO/SAE 21434

Objectives




SESIP for Product Level Security Supporting
ISO/SAE 21434 Compliance Process

: » CS assessment (of
CS validated 21434 Work Products)

. system, ECU, SoC » Post-dev. Report
ISO/SAE 21434 Cybersecurity Process (e.g. Vulnerability Scans,

Fuzzing, Pen-testing,
Common Criteria)

CS-architecture of item 21434

/ component(s) CSMS
Compliance
Certificate

SESIP Component
certificate
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SESIP Turns CAL Rigor Into Component Evidence

TARA as part of the ISO/SAE 21434: SESIP:

Cybersecurity Management System Process Assurance Evaluation and
Certification Products

CAL Cybersec
;]AEQ Determin urity EESF'IP
P ation Case rotiie

Cybersecurity Assurance Levels: Method to demonstrate
Rigor of cybersecurity activities (breadth, depth) to achieve Assurance Levels in Components
engineering ASSURANCE * Final assurance results in

product (result of CAL process)
« Targeted Attack Feasibility has
been Reached
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COMPARABILITY across
components during
procurement:

\ 4

Ease vendor selection

Objective evidence to back-up

choices made

Provide artefacts of best-practice
decisions (in line with UNECE
155/156)
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Early INTEGRATION of
certified components in
development process :

\ 4

Cost Benefits: Reduction in Non-
Recurring Engineering Costs

Time to Market: Able to fix problems
earlier in the V model

Reduce overall Verification and

Validation COSTS with
certified components

\ 4

Technical Assistance centers
recognize validity of certification in
scoping their V&V activities (so less
V&V on certified components)

Achieve depreciation of Certification
Costs across the Supply Chain
(everyone does their own part and
for multiple customers)
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Potential Future Areas
for Cooperation
between GP and SAE

Platforme

SESIP: Tool Decision to el e fig SAE (B8
Supporting Create SAE opening of develop Force to
CAL? WIP SAE 3600 based upon provide input
' WIP LS from GP: to GP
« GP & SAE * Vehicle « Come Join Us! * Informative / « Clarifying /
Vehicle Cybersecurity « Will be held on Recommendation Agreeing
Cybersecurity Systems alternating on SESIP for Common
Systems Engineering Wednesday's ISO/SAE 21434 Requirements for
Engineering Committee 9:00-11:00 in SAE which contains the SESIP Profiles
Committee - SAE Vehicle Vehicle Electrical alignment - SAE to suggest
Electrical Hardware between SESIP Priority Profiles to
System Security Security Task and CAL Levels develop
Committee Force SAE to review

draft GP SESIP
Auto Profiles

Others?




New Work Areas SESIP AUTO WG
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@ Practical Questions for Using SESIP in Procurementc/n?

Turn vague certification requests into actionable sourcing and assurance checks O—B -
§ . N 2
0 What exactly is e What SESIP level Is the certificate current
1] gy being certified? is required? and version-matched?
Define the component scope, Specify the assurance level Check validity, product version,
Lot boundaries, and covered needed for the use case and configuration alignment.
functions. and risk.
\ =8 e .
o What assumptions must e What does the certificate 0 How will certificate
= the integrator satisfy? cover — and not cover? = maintenance be handled?
4 - — Review Security Target Do not assume a certified e Require update, maintenance,
e assumptions and inherited component secures the whole v and renewal obligations
environmental objectives. ECU or vehicle platform. — kMW in contracts.
e 4 N e,

Good SESIP procurement is not just asking for a certificate —

Supplier claim =) SESIP evidence =—» v~ Procurementreview —> Integration decision
«-Q ®

it is asking the right questions about scope, level, assumptions, coverage, and maintenance.




Why SESIP?
A Pragmatic Assurance Framework
for Automotive Cybersecurity
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Your Voice Needs to be Heard!
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For additional information,
please read our SESIP
| Whitepaper:
https://globalplatform.org/res
k ource-publication/

globalplatform.org
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Certify Once & Reuse Many Times:
SESIP Composition For Platforms And Devices

SESIP Certified
Component A

'Composition Can be Done:

"+ Side to Side &
* Up and Down

 Previously evaluated components reduce testing

scope
+ Certification evidence transferred to new evaluations Inherit A
« Common security requirements catalogue enables Test For Differences in B

consistency
» Mapping to vertical standards (ETSI, ISO/IEC, NIST)
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