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Secure 
MCU/MPU

Secure External 
Memories

WPC Qi Secure 
Storage 

Subsystem

Edge Compute 
Node

Code Update 
Mechanism

Existing GlobalPlatform SESIP Ecosystem

Cyber Resilience Act, US Cyber 

Trust Mark

2 potential new certification bodies under 

review
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SESIP Provides Leverages Automotive Benefits Alignment with Auto Standards

Relevant for 
reusable certified 
components (e.g. 

ECUs, HSMs, SEs, 
TEEs, MCUs) 

Reduced time-to-
market and 

certification costs 

Transparent, 
repeatable 

evidence-based 
assurance across 

supply chain 

Simplified 
alignment with 

CSMS and type 
approval 

requirements

Means to deliver on 
ISO/SAE 21434 

CAL/TAF objectives 

Directly addresses 
V&V methods from 
ISO/SAE 8477 and 

Testing methods 
from SAE J3322

Existing Industry 
Definitions

• Security Assurance 
Levels (AVA_VAN) 
(ISO/IEC 15408)

• Security Functional 
Requirements

Leverages Profiles to 
enable specificity and 
comparability across 
classes of products

Supports 
functional security 

interoperability

Across the whole 
development 

process

Give Security 
Assurance Levels 
(SESIP1–SESIP5)
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A predefined set of 
Security 

Requirements

Tailored for a specific 
type of platform or 

component

Defines expected 
security capabilities 
and assurance level

Standardize security 
expectations across 
products→

• Ensures consistency between 
vendors and evaluations

Reduce effort in 
Security Target 
creation→

• Reuse predefined requirements 
instead of starting from scratch

Enable comparability 
and scalability→

• Results can be compared 
across products and reused in 
systems

Support early 
integration of trusted 

components
May include detail on 

testing methods

Assumptions and 
Environment

SESIP Assurance levels 
(1-5)

Security Functional 
Requirements

Scope of Evaluation

What is a SESIP 

Profile?

Why is it Useful? What does a SESIP 

Profile Contain?

Functional 
testing →

Vulnerability 
analysis →

Fuzzing →
Penetration 
testing →
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GP Attack Working Group’s Results
(Up-to-Date Attack Knowledge 

Working for all SESIP profiles)

• International  Working Groups, e.g.  Attack Subgroup 

from the EU Senior Officials Group Information Systems 

Security (JHAS SOG-IS)

Selection of 
SESIP Profiles 

(with pre-defined 
Assurance Level or 

identification of desired 
assurance level)

Definition of 
Security Target & 

Target of 
Evaluation

Obtain SESIP 
Certificate with 
GlobalPlatform 

Logo

Confirmation of 
Appropriateness 

of Scope and 
SESIP Profile 
(based upon 
context (i.e. 

implementation in 
product)

Develop Test Plan 
based aligned 

with Attack 
Working Group 

recommendations 
for attack 

robustness 
selected

Run Tests

GlobalPlatform SESIP Lab 

Confirmation of 
Appropriateness of 

Test Plan 

(based upon recent 
developments in 
threats and for 

objective)

Confirmation of 
Test Results

Issuing Certificate

GlobalPlatform 

Certification Body

Vendor/Supplier
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Useful Next Profiles? ADAS System

High Performance Computing ECU

ECU:Base Profile & Functional Blocks

Auto CMOS Image Sensor

SAE J3101-5: Trusted Applications 
with GP Tech

Currently Under 

Development in 

GlobalPlatform

*MCU/ MPUAvailable SESIP Profiles:

Secure MCU/MPU

Secure External Memories

WPC Qi Secure Storage Subsystem

Code Update Mechanism

Edge Compute Nodes

Modular

Composable

Automotive HSMs Compliance to 
SAE J3101
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Auto CMOS Image 
Sensor Profile

Current Status: 2nd Draft 
Published (April 17th) in Auto 

WG

Final Publication: Q4 or Q1 
2027

SAE J3101-5 Profile

Trusted Application Aspects 
levering TEE & SE

Current status: Soon to be in 
Public Review

Final Publication: Q3 2026?

Automotive HSM 
Compliance with J3101 

Profile

Proprietary HSM Evaluation 
of Compliance for J3101

Current Status: Pending 
Initial Draft (June ?)

Final Publication: Q3 / Q4  
2026?

Baseline Profile for ECUs

Current Status: 1st Draft -
Comments period

Final Publication: Q1 2027?
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CSMS

Certificate

21434 

P

D

CA

I

P1 P2 P3

CSMS

Cyber Security 

management system 
(e.g. Policies, Roles & 

Responsibilities, 

Governance)

CEO

Audit

SESIP

Evidence on Product Security

SESIP Component 

certificate 

ISO/SAE 21434 Cybersecurity Process 

Compliance 

CS validated 

system, ECU, SoC 
(e.g. Vulnerability Scans, 

Fuzzing, Pen-testing, 

Common Criteria)

• CS assessment (of 

21434 Work Products)

• Post-dev. Report

CS-architecture of item 

/ component(s) 
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TARA 
inputs

Impact 
rating

Attack 
feasibility 

rating

CAL 
Determin

ation

Cybersec
urity 
Case

TARA as part of the ISO/SAE 21434: 

Cybersecurity Management System Process

SESIP 
Profile

Product 
Evaluation 
Evidence

SESIP: 

Assurance Evaluation and 

Certification Products

Method to demonstrate 

Assurance Levels in Components 

• Final assurance results in 

product (result of CAL process)

• Targeted Attack Feasibility has 

been Reached

Cybersecurity Assurance Levels: 

Rigor of cybersecurity activities (breadth, depth) to achieve 

engineering ASSURANCE
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COMPARABILITY across 
components during 

procurement:

Ease vendor selection

Objective evidence to back-up 
choices made

Provide artefacts of best-practice 
decisions  (in line with UNECE 

155/156)

Early INTEGRATION of 
certified components in 
development process :

Cost Benefits: Reduction in Non-
Recurring Engineering Costs

Time to Market: Able to fix problems 
earlier in the V model

Reduce overall Verification and 
Validation COSTS with 

certified components

Technical Assistance centers 
recognize validity of certification in 

scoping their V&V activities (so less 
V&V on certified components)

Achieve depreciation of Certification 
Costs across the Supply Chain 

(everyone does their own part and 
for multiple customers)
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SESIP: Tool 
Supporting 

CAL?

• GP & SAE 
Vehicle 
Cybersecurity 
Systems 
Engineering 
Committee

Decision to 
Create SAE 

WIP

• Vehicle 
Cybersecurity 
Systems 
Engineering 
Committee

• SAE Vehicle 
Electrical 
System Security 
Committee

Admin 
opening of 
SAE 3600 

WIP

• Come Join Us! 

• Will be held on 
alternating 
Wednesday's 
9:00-11:00 in SAE 
Vehicle Electrical 
Hardware 
Security Task 
Force

SAE to 
develop 

based upon 
LS from GP:

• Informative / 
Recommendation 
on SESIP for 
ISO/SAE 21434 
which contains the 
alignment 
between SESIP 
and CAL Levels

SAE Task 
Force to 

provide input 
to GP

• Clarifying / 
Agreeing 
Common 
Requirements for 
SESIP Profiles

• SAE to suggest 
Priority Profiles to 
develop

• SAE to review 
draft GP SESIP 
Auto Profiles

• Others?

Potential Future Areas 

for Cooperation 

between GP and SAE
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Developing a specific 
"automotive" version of the 

SESIP Template

To better address 
automotive-specific 

cybersecurity expectations 

Enable more consistent use 
of SESIP in the automotive 

domain

Key Extensions:

CAL Mapping

Alignment with TAF (e.g. 
Threat Attack Trees)

Verification & Validation 
activities (ISO 8477)

Mapping to UNECE threats
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Come Join in the Fun…
Your Voice Needs to be Heard!

For additional information, 

please read our SESIP 

Whitepaper:

https://globalplatform.org/res

ource-publication/

http://www.globalplatform.org/
https://globalplatform.org/resource-publication/
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Certify Once & Reuse Many Times:
SESIP Composition For Platforms And Devices

C: Inherits from A and 

B

SESIP Certified 

Component A

A

Inherit A:

Test For Differences in B

Composition Can be Done:

• Side to Side & 

• Up and Down

Reuse Mechanisms

• Previously evaluated components reduce testing 
scope

• Certification evidence transferred to new evaluations

• Common security requirements catalogue enables 
consistency

• Mapping to vertical standards (ETSI, ISO/IEC, NIST)


