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From Embedded Security to Intelligent Systems



Who am I
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▪ Jorge Wallace Ruiz
▪ Cybersecurity Technical Leader
▪ CISSP / OSCP / CCSK / ISO 27K LA / ITIL V3 / COBIT

▪ Member of the ENISA AhWG Cloud Services

▪ Appointed Expert by ENISA for ICT products, processes and 
services 

▪ Member of CEN/CLC JTC 13 WG2 / WG3

▪ Member of ISO/TC 22/SC 32/WG 11 & 12

▪ Rapporteur ENISA TG AI WG

▪ Speaker at Cybersecurity Events
▪ AutoISAC, GlobalPlatform, BlackHat, GSMA, ETSI, … 
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Why AI Cybersecurity is Different
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▪ Traditional Embedded Security
▪ Focuses on “static systems” — software, firmware, and data flows.
▪ Goal: Prevent unauthorized access, manipulation or exploitation of components.
▪ Typical threats: code injection, privilege escalation, network intrusion.

▪ AI cybersecurity
▪ Focuses on dynamic, data-driven systems that learn, adapt, and evolve (AI Lifecycle) 
▪ New attack surfaces emerge at data, model and inference levels.

▪ Data poisoning – corrupting training data to alter model behavior.
▪ Adversarial manipulation – crafting inputs to mislead decision models.
▪ Model extraction – replicating or stealing proprietary AI models or data. 

▪ Automotive Implications
▪ OEMs and Tier suppliers rely on proprietary datasets, model architectures and decision logic.
▪ Protecting AI assets becomes essential to preserving safety, brand reputation and innovation 

advantage.



AI System Scope
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AI System Scope (II)
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AI System Scope (III)
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▪ ICT Service (EUCS) – Cloud Service

CLOUD SERVICE BOUNDARY

Input

Output
API AI PLATFORM

AI 
Model

Firewall Shield



AI Threat Model  
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AI Threats – Data Poisoning
AI Cybersecurity in Automotive

AI Cybersecurity in Automotive9

▪ Data Poisoning: an attacker manipulates training 
data, or data used for in-context learning. 

▪ Compromised datasets → unsafe or biased 
models

▪ Mitigations
▪ Data validation and sanitization
▪ Adversarial Training
▪ Version control & Integrity Checks



AI Threats – Model Manipulation – Supply Chain Attack
AI Cybersecurity in Automotive

AI Cybersecurity in Automotive10

▪ Supply Chain Attacks: Model may be manipulated 
by a malicious attacker. 

▪ Model / Training Data
▪ Mitigations

▪ Supplier Verification
▪ Traceability and Transparency
▪ AIBOM / MBOM



AI Threats - Evasion
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▪ Evasion: an attacker fools the model to mislead 
into performing its task incorrectly. 

▪ Small perturbations → large misclassifications
▪ Example: modified speed limit sign→ read as 

stop sign
▪ Mitigations

▪ Robust training
▪ Input validation 
▪ Output validation



AI Threats – Model Theft
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▪ Model theft: Confidentiality breach of model 
parameters, which can result in intellectual model 
theft. 

▪ Development / Runtime 
▪ AI Specific
▪ IT Specific

▪ Mitigations
▪ Rate Limiting
▪ Access control
▪ Detection mechanisms



AI Threats – Model inversion and Membership Inference
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▪ Model inversion: an attacker reconstructs a part of
the training set by intensive experimentation
during which the input is optimized to maximize
indications of confidence level in the output of the
model.

▪ Membership Inference: presenting a model with
input data that identifies something or somebody
(e.g. a personal identity or a portrait picture), and
using any indication of confidence in the output to
infer the presence of that something or somebody
in the training set.

▪ Mitigations
▪ Sensitive Data Limitation
▪ Rate Limiting
▪ Monitor Use



How to address AI Security? 
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▪ Govern: Implement AI Governance considering
compliance.

▪ Understand: Know the relevant AI threats and the
controls required to mitigate risks.

▪ Adapt
▪ Security Practices (including SDLC)
▪ TARA
▪ Testing Methods
▪ Supply Chain Management

▪ Reduce: Minimize sensitive data and limiting the impact 
of unwanted behavior. 

▪ Demonstrate: Show evidence of responsible AI security 
through transparency, documentation, and 
communication.



Relevant References and Standards
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▪ Standards
▪ ISO/IEC 42001: 2023 – AI management Systems
▪ ISO/IEC 5338:2023 – AI System Lifecycle
▪ ISO/IEC 23894:2023 – AI – Guidance on Risk Management
▪ ISO/PAS 8800:2024 – Road vehicles – Safety and Artificial Intelligence
▪ ISO/IEC 27090 – Cybersecurity – Artificial Intelligence
▪ ISO/IEC 27091 – Cybersecurity and Privacy

▪ Relevant References
▪ OWASP AI Exchange - https://owaspai.org/

▪ Security Testing
▪ OWASP AI Testing Guide - https://owasp.org/www-project-ai-testing-guide/
▪ OWASP ML Top 10 
▪ MITRE ATLAS framework for AI threats
▪ ETSI SAI

https://owaspai.org/


Can SESIP be used to certify 
AI Cybersecurity?
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Why SESIP for AI Cybersecurity?
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▪ AI systems need product-level cybersecurity assurance
▪ AI cybersecurity is not only about governance or AI management processes.
▪ The AI component, model, interfaces, runtime, and update mechanisms can introduce

exploitable vulnerabilities.
▪ SESIP can evaluate concrete technical security functions implemented in the AI

product/component.
▪ AI components can be treated as certifiable cybersecurity building blocks

▪ ML model / model package, AI inference engine, Pre-processing and post-
processing logic, AI runtime or execution environment, Secure model storage and
loading mechanism or even APIs and interfaces exposing AI functionality

▪ SESIP is more practical for modular AI certification
▪ Full CC/EUCC certification may be difficult for dynamic AI systems.
▪ SESIP can focus on a well-defined AI component and its evaluated configuration.

▪ SESIP supports certification by composition



Why SESIP for AI Cybersecurity?
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▪ Evaluation Scope
▪ Evaluate the AI application as the SESIP target.

▪ ML model / weights
▪ Pre/post-processing logic
▪ APIs and user interfaces
▪ Runtime dependencies
▪ Secure update/retraining mechanisms



Security Objectives
AI Cybersecurity in Automotive

AI Cybersecurity in Automotive19

▪ Data Confidentiality and Privacy: Ensuring that sensitive data is securely stored and accessed only by

authorized personnel, in compliance with regulations.

▪ Data Integrity: Guaranteeing the accuracy and consistency of data throughout its lifecycle, preventing

unauthorized alteration or corruption.

▪ System and Data Availability: Ensuring the system’s operational reliability and protecting against data

loss and service interruptions.

▪ User Authentication and Access Control: Implementing robust mechanisms for verifying user identities

and managing access permissions to prevent unauthorized system access and data breaches.

▪ AI Model Security: Protecting the AI algorithms and models from tampering and unauthorized

modifications ensuring their reliability.

▪ Logging and Accountability: Providing detailed logs and audit trails for all system activities, enhancing

transparency and accountability.

▪ Resilience Against AI-Specific Threats: Addressing AI-specific threats including adversarial attacks that

could compromise the accuracy.



What are the gaps? 
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▪ AI-specific extended SFRs for operational security controls.

▪ AI-specific extended SARs for lifecycle, retraining, adversarial testing and dependency

management.

▪ Define an attack-method catalogue for AI.

▪ Reuse existing certificates for trusted components such as cryptographic libraries, TEEs,

secure boot, or secure update mechanisms.

▪ Consider patch-management extensions to address model updates, AI runtime updates

and retraining-related changes.



SFR: Resistance to adversarial Input Manipulation
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▪ <Adversarial Pattern> within the <perturbation boundary> shall not lead to a prediction

error higher than the <error boundary>.

▪ For different SESIP Levels, different adversarial patterns or tools may be used:

▪ SESIP Level 2: Random perturbation / Publicly available tools

▪ SESIP Level 3: State-of-the-art attacks with specific adversarial attacks for the target

domain

▪ SESIP Level 4/5: formal or semi-formal robustness arguments.



Q&A

DEKRA Template22


