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Translation headset Instructions

—You can adjust the
volume by pressing the
button on the left side of

the receiver up and down.

—The receiver earphones
are designed to be worn
over the ears.
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« Please download Zoom on your device » Please use chat if there are audio/video problems
* Please mute when not speaking

- Please use chat if there are audio/video problems . Please raise hand to speak

* Please mute when not speaking

* Please raise hand to speak

https://zoom.us/j/95579252942?pwd=Th
9szvtRUiCLabNQSrzdol5Gp2yk67.1
Meeting ID: 955 7925 2942

Passcode: 090742 :
‘ Captions and translation
o

‘ Translation

o & @ |08 &

‘ Caption language: English

Everyone: 1 Show original and translated captions

Please put your name + company in Zoom (if you prefer not to share, please ‘ Caption settings
|
\

put ‘OEM’ or ‘SIP’ or “...")
Please activate the Closed Caption (subtitles) to the speeches selecting the
relevant languages of interest

Host controls

Host caption control settings

& 9® O

Show captions HBhuse/stop recording More
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https://zoom.us/j/95579252942?pwd=Tb9szvtRUiCLabNQSrzdol5Gp2yk67.1
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OEMs Tier 1

Honda AUMOVIO
Mazda Autonetwork Technologies
Nissan DENSO
Stellantis 1AV
Toyota Hitachi Solutions
Woven by Toyota Technology
Huawei
Industry Consortia Panasonic Automotive
ICSS-JC Systems
ARAI Ryoyo Ryosan
Sumitomo Electric
Industries
Auto networks Technologies
Research .
N Semiconductor
CPSEC Arm
Institute of Information FeliCa Networks
Security Infineon
Automotive Research Microchip
Association of India Renesas
Institute of Science Tokyo STMicroelectronics
University of Memphis Microchip
Thales
Labs Rambus
DEKRA Security Tech
ECSEC Trustonic
FIME VicOne
Global UL MIRISE
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Ground Rules CSVF

Trusted Environment

Representatives from key
players

« Each speaker is speaking as an
expert in the field, and not
necessarily speaking on behalf of
his company or standards
organisation

Participants are free to use
the information received

e but not attribute the affiliation of
the speaker(s)

GlobalPlatform will
post the recording
on our website, as
well as

* the relevant slides (as
made available by
speakers) for your
reference.

* https://globalplatform.org
/blog-overview/
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Cybersecurity
Vehicle Forum

[Europe

e

*Munich Nov 2022
*Hamburg Nov 2023
*Berlin Dec 2024
*Munich Oct 2026

[USA

e

*Detroit May 2023
*Detroit June 2023
*Detroit June 2024
*Detroit May 2026

*Beijing Oct 23

«Shanghai May 2025

*Tokyo Sep 2023
*Tokyo Oct 2024
*Yokohama May 2025
*Tokyo May 2026

*Mar 2023
*Sep 2023
*March 2025 (with GP Member Meeting)
*Dec 2025

AIvval
Platforme

Inside GlobalPlatform

Automotive
Task Force
Regional
Task Forces
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Trusted Environments &
Services Committee

Secure Element
Committee

vy ¥ ¥

SESIP Committee

Global
Platform™

Cybersecurity in
Automotive

Whitepapers

GLOBALPLATFORM

Specifications

Functional
Requirements

Global
Platform

Guidance on the Use of
TEE PP and PP-Modules

Protection
Profiles

o Global
Platform®

Security Evaluation
Standard for loT Platforms
(SESIP) Methodology

G»uiqlelirnes

Page 8



Agenda

Global
Platforme

Content Time Duration Speaker Name Speaker Company
Introductions Welcome 10:00 10 Takahide A Kadoyama lapan Task Force
GlobalPlatform Scene Setting & Updates 10:10 30 Francesca Forestieri GlobalPMatform
Strategic Supply Chain Chain of Trust 10:40 20 Gil Bernabeu GlobalPlatform
Security Supply Chain Security: Security Reguirement Documents for 11:00 20 Hirotaka Yoshida AIST
Connected Components
Al Security for Automotive 11:20 30 Jorge Wallace Dekra
Lunch 11:50 60
OEM Requirements 12:50 20
Costs & Resuability: Benefits of Standards Bill Mazarra Stellantis
Secure Elements Secure Elements: Evolution towards Automotive 13:10 20 Laurent Tabaries 5Tm
Cybersecurity Assurance Levels Supporting [SO/SAE 21434 Objectives 13:30 20 Paul Wooderson Horiba-Mira
SESIP SESIP 13:50 20 Francesca Forestieri GlobalPlatform
Automotive Specific SESIP Profiles 14:10 30 Jorge Wallace Dekra
Evolution: Pricrity Profiles and 14:40 30 Misaaki Miyashita Missan
Guidance? Barriers to Hirotaka Yoshida AIST
Security Assurance in Implementation? Paul Wooderson Hariba-Mira
Automotive Jorge Wallace Dekra
Break 15:10 30
H5M Evolution Towards PQC 15:40 20 Dennis Kengo Oka lay
Planning for the Future 16:00 20 Gil Bernabeu GlobalPlatform
GlobalPlatform Roadmap for PQC
Trusted Execution TEE Use Cases Today and Tomaorrow 16:20 30 Richard Hayton Trustonic
Environments From IDPS—TEE Integration 16:50 30 Asaka Kimitaka Hitachi
to a Security Platform
Specification for SDV
Micro-TEES: Would a standard micro- 17:20 30 Richard Hayton Trustonic
tee specification solve real world Asaka Kimitaka Hitachi
Automotive problems that aren't Micolas Devillard ARM
already addressed by HSMs?
Wrap-up 17:50 10 Francesca Forestieri GlobalPlatform

18:00
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THE standard for managing applications on
secure chip technology, with over 25 years of experience

« 80 billion+ Secure Elements shipped worldwide are based on GlobalPlatform specifications
* Over 15 billion devices shipped with GlobalPlatform-compliant Trusted Execution Environment

Financial Internet of
Industry Passports Things

|dentification & Mobile Automotive
Trusted Industry Industry
Signature

With 90+ Members, covering Silicon Providers, Software, Financial Services, Automotive
Industry, Governments, Laboratories around the world

Sl GlobalPlatform Specifications: https://globalplatform.org/specs-library/
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https://github.com/GlobalPlatform/TPS-API-Reference-Implementations

Our Members:
A security ecosystem spanning the full supply chain

Full oG _ . Bundusamt : -,
B it ‘ arm srERMEL §) 0P/ Lab B | i %:,f@;rﬁ ‘|: - - FeliCa Networks = fime

AHEAD OF WHAT'S POSSIBLE™

€ 99Ut ED §useany Google DTN Meruawer ((yioemia Cfineon  kevsiont @0

a Sopra Steria company mastercard.

A - BB R
O NTT NXO oracLe Qualconn «TEIT® (g FEER Lys e viineis

life.augmented

T Mobile THALES TRUSTONIC VISA winbond (ggrisc)

Participant
- =
Arplus brlghtSIQQ bcl~. COMPRION CPSEC DNP D DEKRA ;@m
By | A / |

I MEsARRTIRRES (@) rxmsemamuitt Quarkslab 'SIEERMA T'ijSTCB VALID ) Wweaven

Observer .
4GLOBAL @ S AT&T AvusTRacarD. C A R | A D D £%% piscever @ ZRETE @TAS !E: kaspersky
EXPRESS — HOLDINGS CHUTIAN DRAGON

« Kigen KONA i i§> Licel M{smat 0Q Meta "“sm[m rambus RENESAS ™™ samsuncsos  GOODIX

Smart Digital Security

SK synapse mobile networks THALES TOSHIBA LIBIVELOX h UNISOC Watchdata @ XCURE cors m

Building a future we can all trust

Consultants

T o — o
BACITECH D'g't3| Cubes |, nrerner oF TrUST MTEEH EANEXTENDIS

Public Entity

SAFEPAY |r.'l“ _
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GlobalPlatform Collaborative Partners

‘dl i
& des ymed rmation

522 CENELEC
fira QGCF &

£ K

International
Iso Organization for
Standardization

ACN & AaPscA i aurasar o &

Asia Pacific Smart Card Association

’ JAVA CARD
' Forum

$7

O)EMVCo European

Payments Council

it B K =2

EUROSMART  emsi@ 5 ]

The Voice of the Digital Security Industry

loT Connectivity Alliance

NFC

FORUM

Sy . OPER f
b} 's Compute ' mObey orum
[ ”,:g:‘;.;;»:‘ Project®
The loT Standard Tt
?EEE{ EJECD LDG v SMART_TICKETI NG ‘l n ('Y Eg HSP-[]E.I.DIQN G
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TRUSTED
CONNECTIVITY
ALLIANCE

consortium

CcCCDS

alliance

- . O s R

[ T=/\/A i ioxX
Eﬂ*ﬁlﬁﬁgfﬁﬂﬁﬂ;ﬂ internet of secure things

e Authentication Allia

Mnul Institute of 0 Omo Sp@CLUO”"ﬁS
Standards and Technology For o Cannaced Lo

U.S. Department of Commerce

INTERNATIONAL-
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Global
Platforme

GlobalPlatform:
Supporting SDVs

Francesca Forestieri, GlobalPlatform Head of Automotive &
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Perception of increase or Ranked Barriers to Cyber

decrease in cyber risks over Resilience by Large Companies
the past year

What is your organization's greatest challenge to becoming cyber resilient?
Third-party and supply chain vuinerabilities

In the past year, do you think the following cyber risks have increased, decreased or stayed the same?

and emergir techn
Al vulnerabilities

Legacy systems (data available for 2026 only)
Cyber-enabled fraud and phishing

Regula ompliance and

5 complexities
Supply chain disruption

Exploitation of software vulnerabilities
Ransomware attack
Insider threat

Lack of funds

Denial-of-service attacks

dent response
and recovery planning

Neutral (%) . Decrease

Global

Platforme World Economic F_orum: htt s://\A_/ww.weforum.or /publications/global-c
the-trends-reshaping-cybersecurity/



https://www.weforum.org/publications/global-cybersecurity-outlook-2026/in-full/3-the-trends-reshaping-cybersecurity/

Component
Specifications

O
O
09.0°

Publicly available on a
royalty free basis

.
r”'fr,- \ﬂ.‘\\ Secure Element
Trusted Execution Q : 1 '4,
Environment %@@
Isolated Technologies
Global g
Platforme

Protection Profiles

« Common set of
security needs

 Definition of the
security objectives

* | "want"

3 Party
Certificatio

n

« Verification and
metrics on security
robustness

* | “Provide”

 Ability to make claims
regarding their
security products

Common SESIP
Criteria V/

o

psacertified™
by GlobalPlatform

Page 17



01

Demonstrates quality
and robustness
(UNECE-155)

Global
Platforme

)

Makes it easier to
write and respond to

RFCs

™ Common

ally

A

Criteria

03

Provides a basis for
legal defence if there
ever is a breach

e

psacertified™
by GlobalPlatform

04

V-Model ensures
good security
process.

Certification ensures a
level of security is
achieved in practice.

Y, SESIP

Page 18



GlobalPlatform & In-Vehicle .
. . igital Car Key
Multi-Tenant Services General Purpose Security

(KeyStore...)
I\VVI Applications (DRM,

Payment...)
Multi-Tenant V2X Trusted Applications
Secured (Comms...)

Government Regulation (Audit,
SBOM..)
obility as a Service (....)

Security
Containerized
Platform

Containerized
Platform

A-Class General Purpose Compute

Global Bletarm= Currently GlobalPlatform Addresses Green Area, Pink Area Under Assessment

Platforme Page 19
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Automotive Task Force

Francesca Forestieri, GlobalPlatform Head of Automotive &



GlobalPlatform Auto Roadmap

Current OEM Challenges GlobalPlatform Roadmap

«Standardised
Hardware Protected
Security
Environments
Foster use of (J3101) based upon
GP Standard GlobalPlatform
Platform in Standard Solutions

Automotive: *Development of

Proprietary Key

Proprietary “HSM” Lifecycle Automotive
Firmware & Management Specific
Hardware (Provisioning And Configurations

Decommissioning)

Lack of Clear Metrics
on Security
Robustness
*Selected and
guaranteed security
Leverage assurance levels
SESIP Security *Early-stage use of
Evaluation certified components
Methodology & instead of late-stage
Certification in penetration testing
Automotive: *SESIP Certification
with reusability

Gliohal

Platforme Page 21



How GlobalPlatform Addresses Security Standardisation in Automotive

Across hardware, platform services, assurance, and ecosystem alignment

Ecosystem Coordination & Industry Alignment

o~
-

= &

Car Connectivity SESIP Supporting JSAE:
Consortium CAL / TAF Objectives MITOSAR i What Next?

J

Assurance Frameworks & Profiles

Rt N SABJSIOES AutoCMOS  cusiy oo, SESIP J3101
29 Hardware Protected @ Sensor {ecuE Profile for HSPEs
Framework for Security Environments SESIPProfile ~ ‘reer SCoIP Profie (non-GP tech)

Automotive Cybersecurity o gk

Core Security Services & Trust Management L ' ¢

Common Auto Secure Boot Chain of Trust 1 n annfnnn h”
Keystore Standard Requirements Management "
Hardware & Secure Platform Foundations

ﬁ Leveraging
@ Hardware Security
Automotive Automotive Automotive Automotive Ca:;?(ll)tlse:;or
Requirements for Strategic Configuration Configuration

Micro-TEEs Framework for SE of TEEs of SEs

GlobalPlatfonn Automotive
Security Standardisation

Juouuuguygyu

[

Implementations

Platforme Call For Editors: Auto Requirements for Keystore Standard




Expanding GP to
Address
Automotive
Requirements

Guidelines for
Automotive
Implementation

Global
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Membership
membership@globalplatform.org

GIObaI PR Cg_ntegstl .
pressotrice@gliobalplatiorm.org
Platforme
Questions

Securing the digital future secretariat@globalplatform.org

— globalplatform.org

Mo %
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Vehicle Safety,
Operations,
& Recall

Data & Privacy
Breaches

Vehicle Theft
& Break-Ins

Service &
Business
Disruption

Legal &
Regulatory
Compliance
Issues

Brand &
Reputation
Damage

Global
Platforme

Description

Remote or local manipulations that can modify
the normal behavior of a vehicle, endangering
driver safety and leading to a recall.
Cybersecurity vulnerabilities in a vehicle's
software components may require
manufacturers to issue recalls to update and
resolve the issues, ensuring the safety and
proper operation of the affected vehicles.

Disclosure of information such as customer PlII,
vehicle performance data, or any Intellectual
property (IP) data, compromising individuals

or organizations.

Unauthorized entry or theft of a vehicle, often
through the exploitation of vulnerabilities in the
vehicle's security systems or remote services.

Impact on an organization's operations and
ability to provide goods or services as a result
of a cyber incident. This impact can range from
partial system outages to complete shutdowns,
leading to a loss of productivity, revenue, and
customer trust.

Cyber threats that result in violations of laws,
regulations, or industry standards.

Deceptive actions by an individual or entity,
carried out with malicious intent for personal

or financial gain, such as identity theft, odometer
tampering, and account hacking.

A negative impact on financial valuation
(market cap), trust, and perception from publicly
reported cyber incidents, resulting in a damaged
reputation.

Methods

API exploitation;
Remotely invoking
commands; Malicious
software update;
Cybersecurity
vulnerability

Data breach; Data
leakage; Ransomware;
Injection attacks

Keyless entry/
start engine attack;
Relay attack; Signal
jamming attack;
API attacks

Production line
shutdown due to
ransomware

on production
systems

Lawsuits; Penalties

Odometer tampering;
Mobile companion
app (user) identity
theft

Widespread negative
press coverage
erodes consumer and
investor trust

Source:
Upstream
2024
Automotive
Security
Report
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Cybersecurity Challenges Continue to Grow in
Primary Geographies

Vulnerabilities Increase (overall)
especially in-Vehicle Systems

610 1,384

Total Incidents Vulnerabilities
(2024 total: 215) (2024 total: 954)

Where AttackersiFocus Where Vulnerabilities Impact Vehicle Domains
ha} Enterprise IT Systems | 230

ot o R - il Enterprise IT Systems [N 210
perational Technology 23

ot | Operational Technology (OT) Systems [l 92
Automotive:
Off-Board Systems ras Automotive:
(189 Off-Board Systems
(25.1%)
Automotive: |
rk /Gateway | 63 In-Vehicle Systems
(53.0%)
Automotive: icle ECUS 63
In-Vehicle Systems —
(39.7%) rrcuy 17

Risk exposure driven by Critical and High-
severity vulnerabilities continues to grow

14 .;
Illllll

Supplier Dealer & Retailer OEM Other

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

W 2024 W 2025 Jan - Oct

Global
Platforme

Regional Distribution of Automotive
Cybersecurity Incidents

Global

Oceania ~ -~ -~ . . Americans

Source: VicOne: CrossRoads Automotive Cybersecurity in the Overlap Era 2026
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Global Based upon GlobalPlatform’s Experience in Over 25 Years with Smart Cards, Mobile,

Platforme loT

t

GlobalPlatform standards
create a fertile environment
for mass market growth and
innovation of services and
hardware

High Evolution in Markets
over time, with issuance of
new services on very short
timelines (3-6 months).

Synergistic opportunities (also
across “Frenemies”) for the
development of new services
(not everything has to be
developed from scratch by a
provider)

Services are key dynamic of
industry BUT hardware
remains a critical base for
trust

With standardised portability
and updatability, device
product life is extended since
it can adapt to requirements
of new services.
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Automaker Objectives Defined in ATF,
Feeding into Technical Committees

= =

e I
Define
Common
Automotive
Platform
Configurations
N\ J

e

ATF Develop functional
requirements based on

~

“quick wins” and longer-

(&

term objectives

)

Global
Platforme

= .

-
Technical Committees
Define

 How to realise functional
requirements

» Detailed requirements &

parameters
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