
Page 1© GlobalPlatform 2026|

26th May 2026
Gil Bernabeu, CTO of GlobalPlatform
Bill Mazzara, Co-Chair of Automotive Task Force, Stellantis
Richard Hayton, Co-Chair of Automotive Task Force, Trustonic
Francesca Forestieri, GlobalPlatform Automotive Lead



Page 2

→Press the button on the 
right side of the receiver to 
switch the number. Select 
00 to hear the "Japanese" 
voice. Select 01 to hear 

the "English" voice.

→You can adjust the 
volume by pressing the 
button on the left side of 

the receiver up and down.

→The receiver earphones 
are designed to be worn 

over the ears.
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• Please download Zoom on your device

• Please use chat if there are audio/video problems

• Please mute when not speaking

• Please raise hand to speak

Everyone:

• Please put your name + company in Zoom (if you prefer not to share, please 

put ‘OEM’ or ‘SIP’ or ‘…’)

• Please activate the Closed Caption (subtitles) to the speeches selecting the 

relevant languages of interest

Online
• Please use chat if there are audio/video problems

• Please mute when not speaking

• Please raise hand to speak

https://zoom.us/j/95579252942?pwd=Tb
9szvtRUiCLabNQSrzdol5Gp2yk67.1
Meeting ID: 955 7925 2942
Passcode: 090742

https://zoom.us/j/95579252942?pwd=Tb9szvtRUiCLabNQSrzdol5Gp2yk67.1
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OEMs

Honda

Mazda

Nissan

Stellantis

Toyota

Woven by Toyota

Tier 1

AUMOVIO

Autonetwork Technologies

DENSO

IAV

Hitachi Solutions 
Technology

Huawei

Panasonic Automotive 
Systems

Ryoyo Ryosan

Sumitomo Electric 
Industries

Auto networks Technologies

Semiconductor

Arm

FeliCa Networks

Infineon

Microchip

Renesas

STMicroelectronics

Microchip

Thales

Toshiba

Rambus
Security Tech

Trustonic

VicOne

MIRISE

Labs

DEKRA

ECSEC

FIME

UL

HORIBA MIRA

Research

AIST

CPSEC

Institute of Information 
Security

Automotive Research 
Association of India

Institute of Science Tokyo

University of Memphis

Industry Consortia

ICSS-JC

ARAI
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48 Unique Organisations

84 registrations

50 in person registrations
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Trusted Environment

Representatives from key 
players

• Each speaker is speaking as an 
expert in the field, and not 
necessarily speaking on behalf of 
his company or standards 
organisation

Participants are free to use 
the information received

• but not attribute the affiliation of 
the speaker(s)

GlobalPlatform will 
post the recording 
on our website, as 
well as

• the relevant slides (as 
made available by 
speakers) for your 
reference.

• https://globalplatform.org
/blog-overview/
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Inside GlobalPlatform

SESIP Committee
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Trusted Environments & 

Services Committee

Whitepapers
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Europe

•Munich Nov 2022

•Hamburg Nov 2023

•Berlin Dec 2024

•Munich Oct 2026

USA

•Detroit May 2023

•Detroit June 2023

•Detroit June 2024

•Detroit May 2026

China

•Beijing Oct 23

•Shanghai May 2025

Japan

•Tokyo Sep 2023

•Tokyo Oct 2024

•Yokohama May 2025

•Tokyo May 2026

Virtual

•Mar 2023

•Sep 2023

•March 2025 (with GP Member Meeting)

•Dec 2025

Functional 

Requirements
Guidelines
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Agenda
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Financial 
Industry

Identification & 
Trusted 

Signature

Passports

Mobile 
Industry

Internet of 
Things

Automotive 
Industry

THE standard for managing applications on 
secure chip technology, with over 25 years of experience

• 80 billion+ Secure Elements shipped worldwide are based on GlobalPlatform specifications

• Over 15 billion devices shipped with GlobalPlatform-compliant Trusted Execution Environment

With 90+ Members, covering Silicon Providers, Software, Financial Services, Automotive 

Industry, Governments, Laboratories around the world 

GlobalPlatform Specifications:  https://globalplatform.org/specs-library/

https://github.com/GlobalPlatform/TPS-API-Reference-Implementations
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Our Members:
A security ecosystem spanning the full supply chain

Participant

Observer

Full

Public Entity                                                                                  Consultants
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GlobalPlatform Collaborative Partners
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Francesca Forestieri, GlobalPlatform Head of Automotive
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Ranked Barriers to Cyber 

Resilience by Large Companies

Perception of increase or 
decrease in cyber risks over 
the past year

World Economic Forum: https://www.weforum.org/publications/global-cybersecurity-outlook-2026/in-full/3-

the-trends-reshaping-cybersecurity/

https://www.weforum.org/publications/global-cybersecurity-outlook-2026/in-full/3-the-trends-reshaping-cybersecurity/
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Secure 
Component 

Specifications

Publicly available on a 
royalty free basis

Protection Profiles

• Common set of 
security needs

• Definition of the 
security objectives

• I "want"

3rd Party 
Certificatio

n

• Verification and 
metrics on security 
robustness

• I “Provide”

• Ability to make claims 
regarding their 
security productsSecure Element

Trusted Execution 
Environment

Isolated Technologies

SESIPCommon

Criteria
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Demonstrates quality 
and robustness 
(UNECE-155)

01
Makes it easier to 
write and respond to 
RFCs

02
Provides a basis for 
legal defence if there 
ever is a breach

03
V-Model ensures 
good security 
process. 

Certification ensures a 
level of security is 
achieved in practice.

04

SESIP
Common

Criteria
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GlobalPlatform & In-Vehicle 
Multi-Tenant Services

A-Class General Purpose Compute

Safety

Critical

Areas

MCUsGPU/AI

AI/ML

Compute

SAE 

J3101

Key

Store

Digital Car Key

General Purpose Security 

(KeyStore…)

IVI Applications (DRM, 

Payment…)

V2X Trusted Applications 

(Comms…)

Government Regulation (Audit, 

SBOM..)

Mobility as a Service (….)

Multi-Tenant 

Secured 

Services

Security 

Containerized

Platform

Containerized

Platform

Containerized Functions

Currently GlobalPlatform Addresses Green Area, Pink Area Under Assessment
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Francesca Forestieri, GlobalPlatform Head of Automotive
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•Selected and 
guaranteed security 
assurance levels

•Early-stage use of 
certified components 
instead of late-stage 
penetration testing

•SESIP Certification 
with reusability

Leverage 
SESIP Security 

Evaluation 
Methodology & 
Certification in 
Automotive:

Isolated 

Environments

• Lack of Clear Metrics on 

Security Robustness

• Device Identification And 

Update

• Fragmentation of Secure 

Boot Requirements

• Lack of Incremental 

Build Upon Solutions 

(each new service 

requires a new ECU)

• Difficulty in managing 

trust over extended 

value chain with new 

service providers 

(beyond OEMs)

Proprietary “HSM” 
Firmware & 
Hardware

Proprietary Key 
Lifecycle 

Management 
(Provisioning And 
Decommissioning) 

Proprietary 
Implementation of 

Cryptography
Vendor Lock-In

Lack of Clear Metrics 
on Security 
Robustness

Device Identification 
And Update

Fragmentation of 
Secure Boot 

Requirements

Lack of Incremental 
Build Upon Solutions 

(each new service 
requires a new ECU)

Difficulty in managing 
trust over extended 

value chain with new 
service providers 
(beyond OEMs)

Current OEM Challenges GlobalPlatform Roadmap

•Standardised 
Hardware Protected 
Security 
Environments 
(J3101) based upon 
GlobalPlatform 
Standard Solutions

•Development of 
Automotive 
Specific 
Configurations

Foster use of 
GP Standard 
Platform in 
Automotive:
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Call For Editors: Auto Requirements for Keystore Standard
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Expanding GP to 
Address 

Automotive 
Requirements

Guidelines for 
Automotive 

Implementation

Global Standards 
Alignment

Creating GP 
Configurations for 

Automotive

Supporting 
Security Assurance 

Levels 

Secure Element

Trusted 
Execution 
Environment

Isolated 
Technologies
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Membership

membership@globalplatform.org

PR Contact
pressoffice@globalplatform.org

Questions
secretariat@globalplatform.org

→ globalplatform.org
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Source: 
Upstream 
2024 
Automotive 
Security 
Report
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Regional Distribution of Automotive 

Cybersecurity Incidents
Vulnerabilities Increase (overall) 

especially in-Vehicle Systems
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GlobalPlatform standards 
create a fertile environment 
for mass market growth and 
innovation of services and 
hardware

Services are key dynamic of 
industry BUT hardware 
remains a critical base for 
trust

High Evolution in Markets 
over time, with issuance of 
new services on very short 
timelines (3-6 months).

With standardised portability 
and updatability, device 
product life is extended since 
it can adapt to requirements 
of new services.

Synergistic opportunities (also 
across “Frenemies”) for the 
development of new services 
(not everything has to be 
developed from scratch by a 
provider)

Based upon GlobalPlatform’s Experience in Over 25 Years with Smart Cards, Mobile, 

IoT
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Define 
Common 

Automotive 
Platform 

Configurations

Move to 
GlobalPlatform 

Trusted 
Applications

Extend Higher 
level APIs related 
to automotive (= 
reduce ‘custom’ 

scope of TA)

Extend said 
standardisation to:

• new formats, 

• other isolation sources, 
and

• develop strategy for 
auto-specific aspect's: 
e.g. safety

ATF Develop functional 
requirements based on 
“quick wins” and longer-

term objectives

ATF Define minimum 
common auto security 

requirements in ATF for 
Secure Elements & 

TEEs

Technical Committees 
Define

• How to realise functional 
requirements

• Detailed requirements & 
parameters


