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Speaker Introduction HITACHI

%Z&FTXIME  Kimitaka Asaka
® tXa)T4V)a— 3 EM &K Manager, Security Solutions Division
¢ HiIV)a—>avX-FH/00— Hitachi Solutions Technology, Ltd. (Hitachi Group)

#ZFE Professional Background
® 2001F([CTxF V¥ UTRI—F, FAREFHEICRKSE Career started in 2001, with hands-on development experience in:
@ T—AR—RIVIUHREY—N—HYA 7TV 5r—>a UK
Database engine and server-side application implementation
o HMIRLAN, TCP/IP7 7 —L = 7HHE
WLAN and TCP/IP firmware implementation
® BEEANASTIVS— 3 VER
Automotive camera application implementation
® 2024FhbtFa) T4V a—YavEDRARD!) —F— Since 2024: leading and launching security solution business

IRFEDHEFE  Current Focus

& HAAABLUVBEHEY S /N\—tF2 )T« Embedded & Automotive Cybersecurity
¢ SDVEERODEX21UTAT7—FTIOF¥ SDV-oriented security architecture

& IDPS. TEE., OTAZ%#E@EMDEaWI Sy b I7+—LELTHE IDPS, TEE, OTA and trust integration
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1. (EUSIC (Introduction)

& SDVEEXD X 1) T 1 5% (Security Challenges in the SDV Era)
® HiEEMDY 7 FEH (Software updates after shipment)
® v kTJ—U ~DEFER (Constant connection to the network)

@ NEH—EROY—FN—TFT47TUr— 30 EDEE
(Integrate with external services and third-party applications)

® ECUFRERIOZEMIRIE ZE DEEE  ex. IVI,Cockpit,Gateway..., ISO/SAE21434,1EC62443...
(Requests for each ECU type and compliant standard)

& A DRA > b (Key points of this initiative)
® FHREH S LUEREAN—SDVDEFa 71 dREEBRE L TR TEEZH7?

(From individual to holistic — Can SDV security be designed as a common foundation?)

HITACHI
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2. Th=5MERRE (Problem Statement) HITACHI

& BE770—FORA — GHENEZEEOFEEDTER+7H
(Limitations of existing approaches - why a hodgepodge of individual implementations is not enough) e @
IDPS
[~

® MTFE I DHEERIRE (Expected structural problems)
v REEEE T OIDPSHHEItEEDERNE [l —IL LEEAEHZ m -’m

(Disabling IDPS Defenses under REE Management: Rewriting Defense Rules and Trails)

v THENEHEE Dt DA BRI EE O
(The defense mechanism itself is disabled before activation) Q
Example) Z <+ 1) 7 (Attack Scenario)

1) BMEEHREEDIER =5

(Attacker gains REE privileges)
@ Bﬁiﬁﬂ)b_)b& éfAJ/ A 7\‘ﬁljlﬁ/|DPS 70 A t Zﬁ'—__'.lt/ 7 WV 7 %E& X Reliability Breakdown:

(Defense Rule Tampering/Log Deletion/IDPS Process Stop/Hook Replacement) Each function is independent - can be destroyed individually

ops M ota M o B eton
@ FFRELT TELGL>TULVSTEIT] (As aresult, "it's just overlapping”) -
V EENRENICHDELEES CLTZTIOIDLELH S

5 (Each layer needs to do something decisively different from the others)
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3. BATEHIDEERR (1) (Defense Strategy(1)) HITACHI

& ZEREIZ R 5T (Consider defense-in-depth)

® —i&RI7L 7 —X T F v (General architecture)

Layer 1: External Connections Layer 2: In-vehicle GW Layer 3: LAN Layer 4: ECU
Data Center Vehicles | ! i
=Y TCU : Domain A ; Autonomous driving : —~ -
= i ! Body v ECU | L ECU |
Vehicles (=mpe : Domain B ' ! I I
e VX I | ' ECcu 1 [ECU 1
‘. i GW Domain C : AMI '
Smartphon Wi-Fi/BT = i | : '
rhartpnone I _ ' Power Training L_EQU | L_ECU |
! Domain D ; ' 1 |
Diagnosti DLC : i L ECU | [ ECU |

Tools

— ENFENDEFT/IVS/VSICREL TOSLEBEDHES LT S
(If you design separately at each level, there will be a disconnect in reliability)

— TlE, BEICEDEFRWZHEEL, EFCHEMETIEDHDENEH?

(Which elemental technologies should be placed in each layer and where should the integration begin?)
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3. BATHIDELER (2) (Defense Strategy(2)) HITACHI

o [FEMtDM] ZEBEDHLS-HDERBEMTYELY
(Elemental technology mapping to fill the “trust gap”)
vV RPMIFECUICT +—hRZET, DB L DEEZTIRE
(Initially, the focus was on ECUs and the search for collaboration with other layers)
vV 1 DOOBATHEBOERNTZHAEHOEEX 1) T4 Z5&1k
(Combine multiple technologies within one layer to enhance security)

Layer 1: External Connections Layer 2: In-vehicle GW Layer 3: LAN Layer 4: ECU
L] PKI / Certificate [ Secure Gateway [l SecOC (AUTOSAR) [l Secure Boot
Foundation [L] Automotive Firewall [L] Message Authentication ] HSM
[L] TLS / DTLS / IPsec [L] Network Segmentation Code (MAC) [] TEE
[l Secure OTA [l Network IDS / IPS [ Network IDS /IPS [l microTEE
[ API Security [ Key Management [l Replay Protection [ ] Host IDS / IPS
[L] Network IDS / IPS [L] Rate Limiting / DoS L] Secure SOME/IP [] Firmware Authentication
[ Host IDS [L] Same as Layer 4 [ VLAN / TSN Security [L] Memory Protection
[ TEE/HSM (MPU / MMU)
[ ] Secure Debug
[] Runtime Protection
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4. EHIRR (1) (Current Status(1)) HITACHI

@ IDPSETEED#i& (Integrating IDPS with TEE)
® |IDPS[H{EHIL—ILDTEERNRFEE1E (Prototype of In-TEE Protection of IDPS Defense Rules)

Non-secure areas Secure Areas _ _
B Our Evaluation Environment

Evaluation board
R-CarH3 StarterKit (Renesas)
CPU

ARM CA57 1.5 GHz quad core
ARM CA53 1.2 GHz quad core

Memory
IDPS RAM : 4GB LPDDR4
Defense rules oS
Linux Yocto

TEE

Kinibi (Trustonic)
IDPS
REE TEE xCarbon (VicOne)

[References] https://cdn.vicone.com/archives/vicone/solution-brief/vicone-trustonic-idps-tee.pdf
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4. E¥IR R (2) (Current Status(2)) HITACHI

o EXHMDEENHEL -4 —4 v + (Progress and targets of elemental technology placement)
L has been realized @ is the next target = is being planned

Layer 1: External Connections Layer 2: In-vehicle GW Layer 3: LAN Layer 4: ECU
L] PKI / Certificate [ Secure Gateway [l SecOC (AUTOSAR) “* Secure Boot
Foundation [L] Automotive Firewall [L] Message Authentication @ HSM
[L] TLS / DTLS / IPsec [L] Network Segmentation Code (MAC) &4 TEE
@ Secure OTA @ Network IDS / IPS @ Network IDS / IPS @ microTEE
[ API Security [ Key Management [l Replay Protection . HostIDS / IPS
L] Network IDS / IPS [l Rate Limiting / DoS L] Secure SOME/IP [] Firmware Authentication
[l Host IDS [l Same as Layer 4 [ VLAN / TSN Security [L] Memory Protection
[ TEE/HSM (MPU / MMU)
[] Secure Debug
[L] Runtime Protection
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4. E¥ IR (3) (Current Status(3)) HITACHI

® 5 1%MiRRA (Future challenges)
vV £XaTHROTAT7 Yy 77— MEEEEMD - D#&ET
(Consideration for adding a secure OTA update function)
v D Efir(microTEE/HSMZ) & D 1% £ 5348 (Division of roles with other technologies
(microTEE/HSM, etc.))
v HRERUFT—Y
(Performance Benchmarks)

—>CHEDEFH 6. EG EMEENTIEL S, RiITBEEDLDZEH L)
(From these considerations, we would like to create the design concept itself,
not just adding functions)

10
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5. BRUFEAD'5F5NT=E X (1) (What This Suggests(1)) HITACHI

@ IDPS x TEE #i& T3 3D DERETERHE (Three Design Shifts Demonstrated by IDPS x TEE Integration)

Bnif(1) [<F2l1 C& TFohdHREHAR]

(Conversion (1) "The guardian" is the "object to be protected)

® |IDPSII[HfEttE~M. REELICHARY HWERRICEYIED

(IDPS is a defensive mechanism, but as long as it is on the REE, it can be a target of attack)

® TEETHEIL—IL - OF =it — BH{EHEFE B A DM 4% 2 5L

(Isolate defense rule logs with TEEs — Establish the resistance of the defense mechanism itself)

11
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5. WA D B/ONTZE A (2) (What This Suggests(2)) HITACHI

infi(2) TEE(IX TROEE] TIEIEL EHEOERE]

(Conversion (2) TEE is not a "key safe" but a "foundation of trust")

® itk : TEE = 8 - GIFAE DR 2GR EGAT
(Traditional: TEE = Secure storage for keys and certificates)

® ixifi: TEE = [fHIB AR ZXASEEDT o h— (UL—ILRE - OJRE - EEEMRELD
(Transformation: TEE = Anchor of trust that supports the entire defense layer (rule protection, log
maintenance, authenticity verification))

12
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5. RRUBHD'51F5NT=%E A (3) (What This Suggests(3)) HITACHI

E5f(3) B#EEMEND TS5y Fo4+—AdEl ~

(Transformation (3) From single-function integration to "platformization®)

® |IDPSXTEE#iED#EER > D tF 1) T #EEL R LHEE THE ATEE
(Experience with IDPS x TEE integration — Other security functions can be integrated in the same
structure)

@ OTA- BREE - tX178IE > TEEZHRKICLE-EBT7—FT IV FrDulgElE
(OTA, Key Management & Secure Communications — The Potential of a Common Architecture with TEE
at Its Core)

— CDEH(3) ZEMEIE L 7=E DA, KD Platform Vision

(This transformation (3) is embodied in the next Platform Vision)
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6. 75vhIA-L{EDEI 3V (Platform Vision) HITACHI

¢ Eif3) TT5y b+ —Likl ORKEE —TEEZHFRKICLIZRET—FTIF v
(Transformation (3) Concrete image of "platformization® - Integrated architecture with TEE at its core)

o ILLIERMIMEMHE  Nonseoureareas Secure Areas
v OTA

(Integrate more elemental
technologies) User Applications

T TR IDPS
(Secure communication| OTA Defense rules OTA Update
v BER (A7 - BEE) Confidential

(Operation (Log & Information
Key Management))

REE

14
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7. £& (Conclusion) HITACHI

& Fj : BEIREND S EHREN— SDVDtFa21 T 1 I/EHBEHE L TR TESEH?

(Question: From individual to holistic — Can SDV security be designed as a common foundation?)

(D=E#E : IDPS x TEE #i&§ ZE%% (Achievements: Implemented IDPS x TEE integration)
v [F5lZF5) HETEREEEL. TEENMEBEOER LG YRS L HER
(Demonstrating a "Protecting the Defender" design shift and confirming that TEE can be a foundation of trust)

QFBANDAERAMY : HEERL LTHRHTESAHEMENADHSD  (Answer direction: Possibility to design as a common ground)
v TEEZ®RIZThIE, OTA- BEE - X1 7RELRLBETHETED
(With TEE at its core, OTA, key management, and secure communication can be integrated in the same structure)
v ECURERINY 5 F & A =End-to-EndDHB 7 —F TV Fr~~DRE
(Prospects for an end-to-end common architecture that transcends ECU types and clouds)

QKL - FEL : DRORBHHBE
(Specification and standardization: Determine the effect)
V iz s ECEFTHREIANSH., IRELTESRBITRED
(What and to what extent should be integrated, and how should it be described as a specification?)
v' R155/ISO/SAE 21434 ~D 3ttt 1T & 5% DPoCHREE
15 (Compliance with R155 / ISO/SAE 21434 and Future PoC Verification)
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