Global
Platforme

Gil Bernabeu, GlobalPlatform CTO



How a quantum

CRYPTOGRAPHIC

ALGORITHM TARGETED

RSA

Digital Signature Algorithm

ECDSA
.......... .(E|.|.|pt|g.6uweDSA)

CRYPTOGRAPHIC

ALGORITHM TARGETED

Public key

computer impacts

PURPOSE

Signatures,
Key establishment

Signatures,
Key exchange

PURPOSE

No
longer
secure

e.g. longer keys

AES Symmetric key Encryption needed
SHA-2, SHA-3 | e Hash functions e.g. larger output
needed
Global
Platforme

Lov
GROVER

Fege 2



The target is moving but closer every day
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https://thequantuminsider.com/2025/05/24/google-researcher-lowers-quantum-bar-to-crack-rsa-encryption/

https://thequantuminsider.com/2026/02/13/new-architecture-could-cut-quantum-hardware-needed-to-break-rsa-2048-by-

tenfold-study-finds/

https://thequantuminsider.com/2026/02/13/new-architecture-could-cut-quantum-hardware-needed-to-break-rsa-2048-by-

tenfold-study-finds/

Global
Platforme

\ %
N % RSA-2048
\ ‘s broken
\ 90/}
AN )
- \ O
shrinking : . Y D>
implementation : > _
gap: - i e
v 2 o
7 @
/6\.@0
/O
/
>
time

From Global Risk Institute Page 3



Impact also in real solutions

Google researchers report that improved

quantum algorithms could break widely used

cryptocurrency encryption with fewer resources

than previously estimated, tightening the
timeline for security upgrades.

According to the white paper, solving the elliptic
curve discrete logarithm problem may require
roughly 1,200 logical qubits and under 500,000
physical qubits, with attack times measured in
minutes on sufficiently advanced systems.

Théau Peronnin, the CEQO of Alice & Bob
Quantum computers could be

powerful enough to crack Bitcoin a
Global
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GlobalPlatform roadmap

Global

High level strategy
defined

Crypto agility is
a must

Minimum level of
AES security to
allow secure
updates

|| Regular review with national agencies about migration mandates
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Update of the
Crypto Algorithm
recommendations

New baseline for
products AES-128
and SHA-256 (and
also AES-192,
SM4, and SM3)

2022

New Secure
Element - SCP 04
— agile AES SCP

TEE PQC APlIs

2023

Many Tech Talks
to train the entire
community

Designing the
Secure Element
SCP 12
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Embedded system focus: Challenges

« Security
* Implement hybrid systems
» Performance and size impact
* Optimization, at SW and HW levels
— Need for new crypto HW accelerators
* Threats

« Side-channel and fault analysis
— Countermeasures to be adapted, but
limiting impact on performance
* Non-deterministic timings in
lattice-based signature primitives
(internal rejection loop)
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 Signature & Pre-Hash protocols

— The message digest may be performed
On-card / Partially Off card / Totally off
card

— This means that the digest could be
computed outside the signature routine.
Prepending some public key
information as in Dilithium impacts
current transaction flows (e.g., off-card
hash not possible if computation is
Hash(rand || msQ)).

» Design specifications for some
existing key exchange protocols
(e.g., password-based key
exchange) will take time before being
standardized
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GlobalPlatform secure channel standard of the
Secure Element industry

() EMVCo (‘\
SCPO3

l SCP11 Ers,((/ ))

SCP04 SCP81
SCPO03
SCP11
® EU Digital Identi ity SCP8 1
Wallet SCP11

K SCP04 3

Global £ -
Platforme Page 8




Secure Element Technology Roadmap

O 2026

GPCS
v2.3.1

GlobalPlatform Technology
Card Specification (GPCS)
Version 2.4

CSP Protection profile

O OO

GPCS Amendment O ‘

PQC Secure channel

CSP Guidance for Applet Developer

Cryptographic Service
Provider

Card Specification v2.3 —
Amendment N

The CSP provides an API for high-level
cryptographic building

blocks, such as authentication protocols and
secure data management. This aims to
simplify the certification process for
Applications by eliminating the need for
composite certification
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GPCS Amendment D and K

SCP 03 and SCP 04

GPCS Amendment F

SCP 11

GPCS Amendment P

PQC Signatures, Composite Signatures, and

GlobalPlatform Technology
Card Specification (GPCS)
Version 2.5

The GlobalPlatform Card Specification for Post-
Quantum Security

+

GlobalPlatform Card API —
Contactless API

GlobalPlatform Card (SE) API

X.509 Certificates
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NIST PQC standards Korean Standards

GlobalPlatform

China PQC standards
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GlobalPlatform’s Objective real products before 2030

N L
The key milestones are:
5 v Z1 S

« Define your migration goals

« Carry out a full discovery exercise (assessing your estate to
understand which services and infrastructure that depend on
cryptography need to be upgraded to PQC)

« Build an initial plan for migration

n By 2031

« Carry out your early, highest-priority PQC migration activities

« Refine your plan so that you have a thorough roadmap for completing
migration

B s8y203s

« Complete migration to PQC of all your systems, services and products

Google

Quantum frontiers may be closer than
they appear

We're setting a timeline for post-quantum cryptography migration to 2029.

2 min read
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51010 year window to deploy PQC

n
NIST Timeline — RSA/ECC algorithms depreca
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INdia O —
EU e
France O r—
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Japan Ore—
South Korea O ——
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PCI DSS 4.0 O———
IS0 Or—
Europol QSSF O —
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Critical Infrastructure === Full migration ==y 5 to 10 year window to deploy PQC

Gartner

Trend 3: Postquantum Computing Moves into Action Plans

Gartner predicts advances in quantum computing will render the asymmetric cryptography
organizations rely on to secure data and systems unsafe by 2030. Postquantum cryptography
alternatives must be adopted now to avoid potential data breaches, legal liability and financial

loss from “harvest now, decrypt later” attacks targeting long-term sensitive data.
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Focus on Automotive use case



Connected cars are a reality...
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} Connected cars
sold in 2020
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Note: All figures are rounded. The base year is 2018; Source: Frost & Sullivan.
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...leading to cybersecurity issues

Incidents since
10 Years

YoY growth
+99% } since 2016

Source: Upstream security Itd.
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“In a connected world, cybersecurity is as
fundamental to your safety as the brakes”

2016 2017 2018

Sir Ralf D Speth,
CEO of Jaguar and
Land Rover

2019
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GP Automotive WP

Why is GlobalPlatform’s PQC Work Relevant for Automotive?

Given that the automotive market faces the same 2030 mandate, combined with its planning cycle

(3-5 years), it is urgent to make decisions on the appropriate hybrid approach to be deployed. Due to the
lifecycle of the car (10-15 years), timely solutions must be defined to protect data stored in the vehicle
today that may be susceptible to being decrypted after 2030 from quantum computers.

With the proposed road map on PQC, our long-term maintenance strategy, GlobalPlatform specifications
answer security requirements of the Automotive market
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