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Cybersecurity
Vehicle Forum

)

Europe

——

*Munich Nov 2022
*Hamburg Nov 2023
*Berlin Dec 2024

S

USA

—

*Detroit May 2023
*Detroit June 2023
*Detroit June 2024

*Beijing Oct 23

*Shanghai May 2025

*Tokyo Sep 2023
*Tokyo Oct 2024
*Yokohama May 2025

*Mar 2023
*Sep 2023
*March 2025 (with GP Member Meeting)
*Dec 2025
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Inside GlobalPlatform
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Trusted Environments &
Services Committee

Secure Element
Committee
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SESIP Committee

Global
Platform™

Cybersecurity in
Automotive

Whitepapers

GLOBALPLATFORM’

Specifications

Functional
Requirements

Guidance on the Use of
TEE PP and PP-Modules

Protection
Profiles

Security Evaluation
Standard for loT Platforms
(SESIP) Methodology

GrutiIirnes
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May 26" Hybrid Tokyo, Shinagawa (NTT and
Japan Task Force)

« Day Before JSAE Summit, where GP has been invited as
a key note speaker

« Japanese and English translation available
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October 21st, Hybrid Europe (CARIAD)
Munich Airport
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Do you want
Don%%lijtg\:.?[ﬂ;to to contribute
, to the
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requirements’ cases?

Join Join
GlobalPlatform’s GlobalPlatform’s

Join GlobalPlatform’s Automotive Task Force Secure Element and SES.IP
Trusted Environment Committee
and Services Automotive

Committees

Working Group —
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The cybersecurity challenges facing automotive OEMs today — supply chain exposure, regulatory divergence,
architecture decisions with decade-long consequences — require industry-level responses, not company-level
workarounds. This forum is a candid executive conversation about where alignment would move the needle.

[Fragmented Verification Across Suppliers and Regulators ]

*OEMs are duplicating security evaluation work both across supplier tiers and across regulatory jurisdictions,
with no mutual recognition between the two.

*What would a common technical baseline look like that satisfies supplier qualification requirements and
regulatory evidence requirements simultaneously?

[Hardware Security Architecture ]

*Decisions are being made programme by programme, without shared industry criteria for what each model
must guarantee under adversarial conditions.

INVITATION ONLY *Should the industry define a minimum technical baseline?
[OTA Governance and Accountability ]
DATE *OTA is now the primary channel for security patching and recall remediation, yet responsibility across the
cloud-to-vehicle update chain is poorly allocated in most organisations.
Tuesday, 23 September 2025 «What governance model would make OTA security auditable and defensible at board level?
i [Post—Quantum Migration as a Fleet-Level Challenge ]
*Vehicles designed today will still be operational when current cryptographic standards are deprecated.
10:00 - 16:00 *How does the industry ensure that architecture and procurement decisions made now preserve the ability to
migrate?
VENUE [The Cost Case for Industry Alignment ]

Stellantis, Auburn Hills, 1000 Chrysler Drive *What is the actual cost to OEMs of solving the same cybersecurity problems independently?

*Where would shared standards, mutual recognition, or common certification frameworks deliver measurable
savings, and how does the industry build the business case for collective investment?
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Engagement:
Examples of Engagement Areas

You should provide the key “standard” requirements they would like to see on the
market. These feed into our prioritization of technical committee activities and

subsequently into the detailed requirements/ parameterization and configuration of
solutions:

. ) 4 ¥

Security Evaluation &
Silgele Al Certification

» Extensions of current » Specific APIs for Automotive
solutions

» Configuration for Automotive
 New standardised solutions

» Automotive SESIP profiles
for HSMs/ ECUs/ Other
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Plugging Into GlobalPlatform: Best Practice

Global
Platforme

No limitation on experts
engagement from your
organisation

» for the different working groups

Results are based upon members
engagement

* Most working groups meet multiple times
per month

Face-to-Face Meetings are limited:

» Spring Meeting: USA or Asia (March/April)

* Fall Meeting: Europe (Nov)

* Technical Roadmap Meeting: Europe
(June)

» Cybersecurity Vehicle Forums: 1 per
region per year
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Monthly update
calls

— 2 hours on
Zoom

Remote
Meetings
(CET)

/Each sub-working\

item follows its
own development
timeline during the
month (1-3 times

‘ per month)

N\

—~ Automotive
@ Taskforce
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Membership
membership@globalplatform.org

GIObaI PR Cg_ntegstl .
pressotrice@gliobalplatiorm.org
Platforme
Questions

Securing the digital future secretariat@globalplatform.org

— globalplatform.org
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