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Page 2The automotive supply chain | Where does Chain of trust begin?

Microdevice Design

Cyber Relevant ECU
(Tier 1 Supplier) Vehicle EE Architecture

(OEM)

SoC
(Tier 2 Supplier)



Page 3Mobility platform & ecosystem

Homeland Security
Critical Infrastructure: Automotive

Connected
Autonomous

Shared
Electric
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Source: https://www.bis.gov/press-release/commerce-finalizes-rule-secure-connected-vehicle-supply-chains-foreign-adversary-threats
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https://www.sae.org/standards/j3101-5_202509-hardware-protected-security-environment-globalplatform-technologies-information-report

SoC Implementation examples:
• Security Hardware Extension (HIS)
• Hardware Security Module (EVITA)
• Secure Element (GlobalPlatform)
• TEE (GlobalPlatform)
• HSM-SE (GlobalPlatform – NEW)
• Micro-TEE (GlobalPlatform – NEW)

SAE J3101 – Hardware protected security environment (HPSE)
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WHAT IS A “ROOT OF TRUST”?

A Root of Trust (RoT) is a foundational, 
highly reliable component of a system 
that establishes a secure environment by 
verifying the integrity and authenticity of 
hardware, firmware, and software.

By definition, this must be an integrated HPSE feature

…and trusted
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IS AN HPSE A HARDWARE ROOT OF TRUST?

Answer:  An HPSE may include a RoT feature but today’s automotive HPSEs do not meet the minimal 
viable requirements for a RoT feature.

Automotive SoC

HPSE (HSM, SHE, SE)

NVM

RAM

MCU Core

OTP / 
Fuse

Crypto Engine
ECC, RSA, AES, SHA 2/3, 

TRNG/PRNG, mCNTR

A
P
I

RoT = MIN (UUID & ROTK & SecBoot Auth Code)

Temp/Volt Sensors & DPA Countermeasures
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WHY NOT JUST TRUST SUPPLY CHAIN SUPPLIERS (BROKEN CHAIN OF TRUST)?

Enterprise Business Risk Exposure

Trust Liability

Safety, Data Privacy, Property 
Damage/Theft, Feature Availability, Brand 
Protection, Homeland Security,…
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HOMELAND SECURITY

Intentional design 
vulnerabilities for 

HPSE backdoors—
possible state 

sponsored attacks 
on critical infra
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Answer:  Yes. HPSE standardization paves the way for HPSE certification (e.g., CAL).
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HARDWARE ROT ENABLEMENT… OF WHAT?

HPSE RoT Supply Chain 
Security

Identity & Access
Management, 

Attestation Services

TRUSTED MOBILITY PLATFORM & ECOSYSTEM

Homeland Security (Auto + EV Grid +…) = Mobility Platform Security = Road User Security
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Q&A

http://www.globalplatform.org/
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