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B Mandatory vehicle Regulations and Standards (R155 and GB-
44495) Compliance with Process and Product Security.

Process Product Compliance

Cybersecurity

Environments « Demonstration of
Best Practices
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Resource: Global Platform 2025
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02-HSM Recommended

B HSM (Hardware Security Module)is recommended to use as “Trust

Root” by Regulations and Standards for supporting Secure boot, Secure
Communication...

Table B1
Mitigation to the threats which are related to ""Vehicle communication channels"

Table A1 Threats to "Vehicle communication channels” Ref Mitigation 8.3.5 HIEZ2Mik

reference

8.3.5.1 AR IEEREAN 5] T £ AiK
4.1 Spoofing of messages (e.g. 802.11p V2X | M10 | The vehicle shall verify the authenticity and
during platooning, GNSS messages, etc.) integrity of messages it receives HURE N
by impersonation FF ik AR 7.4.1 BYEOR
42 Sybil attack (in order to spoof other MI11 | Security controls shall be implemented for a) AR AU 1) B ARG 2 B 3 e 2 A U 0] 10 AT A R IS A A R S T
vehicles as if there are many vehicles on storing cryptographic keys (e.g., use of Hardware ot 2 4R A 2 A g 1] FLAE B
the road) Security Modules)

-4 2 495 2 o 5 58 A DU S O B LR = e 2 v 3 0 3
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12.4 Compromise of cryptographic keys of the MI1 | Security controls shall be implemented for ©) A7 RIULE A B AFAFAHTE s AF A6 B LM 8 4 593 1) s 7 R 36 A 0 00F 22 4 9 0 22 & 17 B IE
software provider to allow invalid update storing cryptographic keys A A A

i

19.3 Extraction of cryptographic keys MI1 | Security controls shall be implemented for

storing cryptographic keys e.g. Security Modules

20.1 Illegal/unauthorised changes to vehicle’s M7 | Access control techniques and designs shall be
electronic ID applied to protect system data/code. Example
Security Controls can be found in OWASP

20.2 Identity fraud. For example, if a user wants
to display another identity when
communicating with toll systems,
manufacturer backend

25.1 Unauthorized access to falsify configuration | M7 | Access control techniques and designs shall be
parameters of vehicle’s key functions, such applied to protect system data/code. Example
as brake data, airbag deployed threshold, etc. Security Controls can be found in OWASP

Resource: R155 Annex 5 and GB 44495 4
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Automotive HSM Standards/References Development Milestones

H EVITA
2008 : EU launched the EVITA project (continued until 2011)
2011 : Released three-tier HSM architecture (Full/Medium/Light)

H SAE J3101
2016 : SAERGP first published hardware security standard
2020 : Incorporated into AUTOSAR reference architecture

m SHE/SHE++
2016 : Audi/BMW jointly released initial specification
2020 : Upgraded to support AES-256 and ECC-256 algorithms
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-Asymmetric Encryption (RSA/ECC)
-Secure Communication (TLS/SecOCQC)
-Physical Attack Resistance (Side-Channel)
Full/Medium -AES-128 Symmetric Encryption
/Light -Basic Key Management
-Secure Boot

EVITA

- Advanced Physical Attack Resistance (Laser Fault Injection)
Common Criteria EAL4+
-Basic Physical Attacks (Probing. Voltage Glitching)
-SW Tamper Resistance
-Secure Boot

SAE J3101 Levell-4+

-AES-256/ECC-256
-Dynamic Key Management

SHE/SHE+ SHE/SHE++ -Enhanced Secure Boot

+

- GW. V2X&

- In Vehicle -MCU(HSM)
Communication -
(CAN/Ethernet)

-Certified Lab-
Grade Protection
_ -Physical Tamper
-High-Safety %esistancep
Domain (ADCU) (Anti-
-Medium & Safety- Disassembly)
Critical ECU (EPS) -Logical
Protection
(Memory

Encryption)

-Single-ECU
(Engine Control
Unit Security)

-EVITA Medium
-EVITA Light

Note: The depth of color is related to the level of secure importance.
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B Summary

1.

EVITA standard focuses on functional and performance classification, covering full-scenario
requirements from complex domain/ECUs (gateways) to simple sensors.

« Complex gateways : TLS 1.3 with ECDSA-384 support (EVITA Full)

+ Simple sensors : AES-128-CMAC only (EVITA Light)
SAE 13101 emphasizes hardware attack resistance, applicable to cross-domain security
certification,

« Hardware Attack Resistance: Must pass the following tests:
Side-Channel Attack (SCA) Testing: ISO 17825
Fault Injection Attack Testing: IEC 62443-4-2
« Vehicle Side: AutoSAR Secure Hardware Extensions
Cloud: FIPS 140-3 Level 3

SHE/SHE++ specifications target algorithm and key management optimization for individual
ECUs.
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B Regional Compliance Variations
1. EU/China (Partial): EVITA+SHE++ (German Supply Chain Dominant)
2. North America/China (Partial): SAE J3101 (US Supply Chain Dominant)

B Key Management Compatibility Issues
1. AES-128/256, SHA-256 Compatible, but KM(SHE&EVITA) and Asymmetric (SAE 13101 no ECC)

2. SM Series, and PQC not yet supported

Regional EU/China (GB/T) North America/China German. EU
PQC : Not Yet (Level
(Kyber/Dilithium) Evaluation 4+Extension) No
SM (2. 3. 4) No No No
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0201-Opportunity

B Regroup and Matching:

- High-Safety Domain : EVITA Full + SAE Level 4+ + SHE++ (ECC-256)
- In Vehicle Communication: EVITA Medium + SAE Level 3+SHE++ ( Partial )
- Low-Safety ECU: EVITA Light+ SAE Level 2+SHE

- ECC-256/AES-256
High Full Level 4+ SHE++ - Physical Attack Resistance

-GW. ADAS, V2X.. - Dynamic Key Management

- AES-128/256
- Secure Boot
- Probing Attack Resisitance

- In Vehicle Communication

Medium Medium Level 3 SHE++ (CAN/Ethernet)

- AES-128-CMAC
Low Light Level 1-2 SHE - BCM.. (Window.. ) - Fix Key Management
- SW Tamper Resistance

10
Note: The depth of color is related to the level of secure importance.
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| Key management Integration
1. EVITA Medium (2011) partially interoperates with SHE++ v1 (2016) in key management.

2. The Crypto Abstraction Layer (CAL) abstracts low-level discrepancies, facilitating cross-standard
coordination via AUTOSAR or HSM firmware.

) The static key slots in SHE are inherently incompatible with
EVITA Full <->SAE L4 EVITA's dynamic key derivation mechanism AutoSar Crypto Stack
) The hardware-bound key scheme in SAE is incompatible with .
SAE Level 3 <-> SHE++ SHE++'s dynamic key derivation approach HSM Firmware

11
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B Standard API Integration

1. HSM firmware must interact with the AUTOSAR BSW
layer through standardized interfaces to ensure
compatibility in key management and cryptographic
operations.

2. The MCAL layer must provide HSM hardware
drivers supporting register-level operations for
mainstream security chips (e.g., Infineon, Renesas)

Resource: RH850 handbook
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Application
CPU
ECU Functions & Features

Security Protocols

AUTOSAR
CSM

ICU-M service handler

|/ INTC Shared RAM

system isolation by design

Secure
Domain Security services
(ICU-M firmware)

AES-128 TRNG Timers

12
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H How to test? =

- Physical Protection (Key Storage Isolation, Anti-
Tampering)

- Side-Channel Attack Resistance (Power Analysis,
Timing Attacks)

- Code Scanning

B Which part get security -
evaluation certification?

- FW Integrity (Vulnerability Scan..)
- Algo.(SM/AES...)

- Physical Protection(SCA...)

How to test

Hardware-level isolation (e.g. HSM or Secure Enclave)

Tamper-proof design (e.g. epoxy resin encapsulation,
photosensitive self-destruction circuit)

Testing standard: ISO 17825 (Side-channel attack test
methodology)

Compliance check (e.g. MISRA C/C++, AUTOSAR C++14)

Where to get security evaluation
certification

- CATARC/CC EAL4+
- CAVP-NIST/OSCCA

- FIPS 140-2/3...

13



Background
Key Challenge

and Opportunities of Standardization

. Case Study

14



Background

Key Challenge

and Opportunities of Standardization
. Case Study (HSM FW)

15



0301-HSM FW General Requirements

ICU-M Firmware Service

ICU-M Firmware Service Summary

1 Encryption / decryption AES(128bit key), RSA(~3072bit key) encryption/decryption

2 CMAC generation / verification Generate AES-CMAC and verify it

3 RSA signature verification Signature verification using public key cryptographic method

4 TLS protocol communication Provide communication functions correspondent to TLS protocol (RFC5246/4492)

5 Hashing Generate hash for specified data (SHA-1, SHA2, RIPEMD etc.)

6 Random number generation Generate pseudo random number (AIS-20, NIST SP800-90A algorithm)

v Key management Provide key (AES/RSA/ECC key) maer;(a;)g(])titn;tei(rjlrt1 )((g:rr:/eigztsi.on of key or key pair, registration and
8 Monotonic counter management Irreversible 64 bit-width counter stored in security data flash or RAM

9 Secure boot (Memory cluster verification) Check the program tampering. Can be executed at boot time or at arbitrary timing.

10 User Code / Data Flash programming services Flash Programming can be executed securely by ICU-M.

11 Debug access management Provide 128bit random number challenge & response authentication for debugger connection.
12 Life Cycle management Available services are restricted based on operating stage (Life Cycle).

13 Customer Expansion Service (CISM) ICU-M firmware has a mechanism that allows customer to develop additional services

16



0302-HSM Functional Feature Classic Requirements

B Secure Boot
- ZEEMREL
- ZEEIRERT
- REEMEX
- REEMEREE
- BIEIRE: W8, —FE—%
- AT
- ERRE
- MACTZfiE

B Secure Storage
- RESHIFHEED
- REFHEER
- MACIETFfi%
m KMS
- ERIHESRER
- FEREHEN
- EREHEE
m Secure Logging

B Secure OTA

IS EL
MEAMACETEL
BRI RS EE
HrEE IS 7S

BEREEES
RIEREESINLZEHE
FRE EUNSETE

m Secure Debug

27HRSS

290RSS

JTAGIGRTRERIF

BB EL AR, (OB RS

Secure Communication
SecOC

TLSEIREH

X.509FH. CVCIER



0303-HSM Crypto Algo. General Requirements

B TRNG

- TRNG/PRNG

B Internation Algorithm Lib.
Symmetric

AES-ECB, CBC, CTR, OFB, CFB, GCM, XTS

Asymmetric

Hash

MAC

RSASSA-PSS/RSASSA-PKCS1_v1.5

ECDSA (SECP256r1, SECP384r1, SECP521r1)
EdDSA (Ed25519ph)

RSA (up to 4096)

ECC (up to 521)

SHA-1
SHA-2 (224, 256, 384, 512)
SHA-3 (224, 256, 384, 512)
SHAKE (128, 256)

AEC-CMAC
HMAC

B China Algorithm Lib

SM2
SM3
SM4
SM9

PQC

SPHINCS+

LMS

XMSS

FALCON
CRYSTALS-KYBER
CRYSTALS-Dilithium

Key Derivation/Agreement
ECDH/ECDHE
KDF

B Cert. Parsing

X.509
CVC

- TP
=< wr
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0304-Supported MCU

IFX

Aurix TC23XX
Aurix TC27XX
Aurix TC29XX
Aurix TC33XX
Aurix TC35XX
Aurix TC36XX
Aurix TC37XX
Aurix TC38XX
Aurix TC39XX
Aurix TC4XX (alpha)
Traveo Il CYT2B7/9/L
Traveo Il CYT4BF

TI

AM 261X
AM 263X
AM 263PX
AM 623X
AM 62P5X
AWR 294x
TDA4

DRA 82X

RS

RH850 P1H-C
RH850 P1H-CE
RH850 P1M-C
RH850 F1KM-S2
RH850 F1KM-S4
RH850 U2A8
RH850 U2A12
RH850 U2A16
RH850 U2B10

NXP

S32KT1XX
S32K3XX
S32G
MPC5748
MPC5561
MPC565

ST

SPC58N Bernina
Chorus 4M
Chorus 6M
Chorus 10M

Stellar (alpha)

AR
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Native
MCU

ElRCCFC30XX
OOtHE3
156 (alpha)
I4E=ALPS
ZREACT840X
JECMMFCT7300

19
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B E.g.: IFX, RS, TI MCUs based:
- Secure Application Component: Secure Functional Components (Secure boot..)
- HSM I/F: Base Layer Interface f1AUTOSAR Crypto-Driver I/F support
- HSM FW: Crypto Lib and HW Accelerate Engine, .

HOST Core

Com.Stack (SecOC/TLS%)
AUTOSAR Adaptive I/F
Secure Functional Components @

Secure

HSM
Core

I
)
°
[}
o
L4
o
o
@

Secure .

20
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a .
V:\\*\ - _,\‘ of /\\ \,’,’\\‘\" ,‘\\ V( ,”;/
B Test Report )
b . d
> 4
Vs 5
- - - / \‘\
B HSM FW Certification < = B A EIE B <
'S an 4
. PRODUCT CERTIFICATION CERTIFICATE v
} ¢
A\
7 ERAEREER 4
\
ERMNE Cortificats No. 20240AC181730139 ions B0
1. HSM IEETHREM < rtificate Mi&Nersion: ’r
N A wm (0 wHETME=E [
3 " Mplicent Name & Address 8888CHl  Shanghai Uni-Sentry Intel ligent Technology Co.. LTD /BuildingC,
1. AR » No.888 West 2nd Ring Road, Pudong District, Shanghai 4
y TR/ Trademark 5
LT = * y
::Q' .“F.‘:M:ﬁ?l'l' X | Files ”Aclivt Diagnostics |Violated Rules |Violation Cnum”( li: Index| y Gorens “
i | L _— . - . _— ICrypto_SecICHsm Certificate.c 38 7 85 96.26% < &7 REHEAMAT/ PE (LF) BHR S RREGEN A ERR_mees S
WD | 10T SeclCHsmBIL_KeyElementSet ¢/ # V1A, KeyFlag 48K - d - Producer Neme & Address §OM Shanghai Uni-Sentry Intelligent Technology Co., LTD /Building C, v
W ICrypto_SecICHsm_Cipher.c 61 8 158| 95.72%) ‘N No. 888 West 2nd Ring Rosd, Pudong District, Shanghai y
20011} SeclCHsmBIL_KeyElementGet 1)t 8 1] Crypto_SecICHsm_Hash.c 23 7! 52 96.26% A SR XREISHE EWTBHTRE (REAREREE
3.0)1) SeclCHsmBIL_KeyHashGen $IU# U1 Hash (i LLA2JL 1 | Factory Nams & Address i)  Shanghai Uni-Sentry Inte! ligent Technology Co., LTD/Unit 3, No.418
IE ICrypto_SecICHsm Job.c 139 12 288 93.58% L Guiping Road, Xuhui District, 200233, Shanghai
4.0 SeclCHsmBIL_KeySetValid & W #0112, W) 52 7 113 96.26% A FRERRDS \ A\
ScclCHsmBIL_KeyGetStatus fILHE UIR Lable beelibar il - ' Product Name & lodel  EISVERMSE V1.0 “
WIRUREHE | TG HSM_ERC_NO_ERROR, o U1 W % % V10 Hash ICrypto_SecICHsm_KM.c 238 8 506, 95.72% < P RARREARTER >
(L oo Siadorte’i TS CAC-PV18~173, 2024
T A RS [Crypto_SecICHsm_Rng.c 14 7 34 96.26% '\ Technical Requirenents y.
Mikeie |0l [Crypto_secICHsm_Signature.c WIERR mtutw
WiaRk | T - — 31 ; 86] 97.334 \’ Oertification Mode Type test {
[SecICHsmBIL Certificate.c 92 4 184/ 97.86% 4 Wi £ S FFACAC-PVIB-173: 2004 BRI L
o v Conclusion 2!* um':'. « N
is is to certify thet the sbove mentioned products have met the requirements
— file://C/Users/ 10604/ Deskiop [DIAS-EPB] QACHE 1/ Host_DIAS_EPB_Host_V0.8.6_CWE himl[2024/10/18 18:04:08] { ok hon rule e S
HRREEM: 2024105118 v
— Helix QAC Rule Compliance Report \\ Date of eriginal certification: 0CT-11-24 Date of issue: OCT-11-24 Date of expiry: 0CT-10-25 /
[SecICHsmBIL Cipher.c 336 8 700 95.72% & } ,__’?,,9_5:, PIS‘S’W
ISecICHsmBIL Cmac.c 474 5 951 97.33% 4
2 MASHIR [SecICHsmBIL Hash.c 174 5 350 97.33% ( sl
WA SRR ISecICHsmBIL_KeyExchange.c 176 4 352 97.86% 'S 10 verty regie¥aton mformaton.
:::g V;Mx gk ISecICHsmBIL_KeyManagement.c 488 6 822 96.79% ¥ PEAEBRNIE(XR)ERL23
DM | L] SeclCHsmBIL_GetVersionlnfor, ISecICHsmBIL_Random,c 115 4 230 97.86% } CATARC Huacheng Certification (Tisnjin)Co Lt
SeelCHsmBIL_GetHostVersionlnfor {14 5 # 0300 N ROAD, DON
AR | 5101 {L HSM_ERC_NO_ERROR Seriidsnkl_terupcel.c 116 5 233' 97.33% y
PRI | TCA T o0 ISecICHsmBIL _Signature.c 108 7 225 96.26% L3506ED £ N & \,‘ £ L
WA [0 : I | & Al S A e e A Ll a A Sl

Functional Test Vul. Scan Report CATARC Certification
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