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PSA APIs

• A fundamental set of security services:
• Cryptographic functions to encrypt/decrypt, sign/verify, protect in integrity, manage keys.

• Secure storage to read/store assets and keys.

• Attestation to demonstrate device health.

• Firmware Update for keeping devices up-to-date.

• APIs are a contract between applications and device hardware:
• No need to learn a new API for every new piece of hardware.
• Abstract the underlying implementation, allowing for diversity in hardware/software solutions.

• Portability: run the same application on hardware with various security levels.
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PSA APIs – making hardware security easy to use

A consistent set of 

APIs simplifies 

developer access to 

hardware security 

functions across the 
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PSA APIs for developers, chip vendors, and crypto IP

PSA APIs have been designed for three audiences:

• Software developers
• API designed to be easy to use, hard to misuse.

• Complete documentation with examples.

• Open-source reference implementation available (Apache2 license).

• No need to learn one proprietary API per type of device or software library.

• Not Arm-specific, no licensing needed.

• Chip vendors (all APIs)
• Your hardware security becomes immediately usable.

• Connect with the software ecosystem.

• Reference implementations: TF-M for Cortex-M or Trusted Services on OP-TEE for Cortex-A.

• Crypto vendors (Crypto APIs)
• No need to invent a new proprietary API: target one that is public and maintained.

• Focus on crypto features like speed, size, or key protection.



5

PSA Root of Trust – Services

In a nutshell
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Crypto: multiple customers, multiple backends

Crypto API

- TLS

- LoRa

- Narrowband IoT

- EAP Authenticators

- Debug Authentication

- Secure Boot

- Firmware Updates

- Attestation

- Secure Storage

- ...

- TF-M 

- Trusted Services on OP-
TEE

- Formally-proven code

- Optimized for speed
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Consume Based on
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PSA APIs

Open-source project open to contributions

https://github.com/ARM-software/psa-api
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Reference implementation

https://github.com/Mbed-TLS/TF-PSA-Crypto

https://github.com/Mbed-TLS/TF-PSA-Crypto
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Compliance Suite
https://github.com/ARM-software/psa-arch-tests

https://github.com/ARM-software/psa-arch-tests
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TF-M Reference Implementation for Cortex-M

Total Solutions

TF-M open-source Trusted 
Firmware for Cortex-M 
supports PSA Certified APIs

Developed by 
www.trustedfirmware.org

Compatible with 
PSA Certified Level 2

Widely adopted 

Profiles for every use case

Small, Medium and Large 

 

Open-source Trusted Firmware: TF-M

http://www.trustedfirmware.org/
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API adoption

System-on-Chip

System Software

App stack

Infineon, Nordic, Nuvoton, NXP, Realtek, Renesas, 
Silicon Labs, ST, Xiaomi

FreeRTOS, Zephyr, RiotOS, ProvenCore, Za-ya

AWS, Matter, Mbed TLS, IoTeX
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API adoption

• Mbed TLS and TF-M: reference implementations

• Infineon, Silicon Labs, Nordic, and Renesas toolkits use PSA driver API conventions

• ST Micro uses PSA APIs as a front-end to all their Secure Manager services

• NXP SDK, PSA crypto now default Crypto API

• Matter reference code supports OpenSSL, Mbed TLS, and PSA Crypto APIs

• Realtek certified two devices: RTL8720E and RTL8730E

• WolfSSL can consume PSA-compatible crypto backends

• Zephyr OS, Riot OS adopted Crypto API

• PARSEC is packaged in Fedora, SuSE, Yocto, Debian, Ubuntu

• Oberon PSA Crypto uses PSA Crypto APIs as front-end

• Xiaomi Vela

• PSA Crypto APIs mentioned in Adaptive AUTOSAR (24.11) as standard crypto interfaces.

https://github.com/Mbed-TLS/mbedtls
https://www.trustedfirmware.org/projects/tf-m/
https://www.infineon.com/cms/en/product/microcontroller/32-bit-psoc-arm-cortex-microcontroller/psoc-6-32-bit-arm-cortex-m4-mcu/psoc-64/
https://www.silabs.com/developers/gecko-software-development-kit
https://github.com/nrfconnect/sdk-nrf/tree/main/samples/crypto/psa_tls
https://www.psacertified.org/products/renesas-ra-family-cortex-m33-mcus/
https://www.st.com/content/st_com/en/support/learning/stm32-education/stm32-online-training/stm32h5-online-training.html
https://www.psacertified.org/products/lpc55s00/
https://github.com/project-chip/connectedhomeip/tree/master/src/crypto
https://www.psacertified.org/products/amebalite-rtl8720e/
https://www.psacertified.org/products/amebasmart-rtl8730e/
https://www.wolfssl.com/platform-security-architecture-psa-crypto-api-support-wolfssl/
https://github.com/zephyrproject-rtos/zephyr/issues/43712
https://www.riot-os.org/
https://parsec.community/
https://www.oberon-psa-crypto.ch/
https://products.psacertified.org/products/xiaomi-vela
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PSA and GlobalPlatform

• PSA is an industry standard for microcontrollers, now expanding beyond.

We would like GP to encourage its use!

• PSA APIs are currently only discussed in public on github issues.

Would GlobalPlatform be interested in organizing a Task Force for discussing API evolutions?



Thank You
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