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Bz SIS icati | FIPS 140-3893uHA% |
S ; 3 Standards Publicat 140-3
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| Y E/J]:l:u - = ] = | = A} 4T B - =
- 4 ViR FRIteama T Rall, =
FIPS 140-3 Security Level I *tblﬁ ES I\I8/\agla XnY, E |
1R YA -~ Requirement Area| 1 | 2 ‘ 3 | 4 | I I y— ﬁ R N /ﬁ H |
Cryptographic Module | Specfication of crypiographic module, oy ptographic boundary. approved secunity funchions, and nomal and VAN N EIJ\HEjj BM‘;J\ E Mo |
R 09 10T 0 Specification degraded mordes of operation. Description of cry ptographic module including all hardwars, software and |
" d s firmwara companents. All services provide status information to indicate when the service utilizes an |
4148 11 M approved cry, hic algarithm, security function, or process in an approved manner. | — é.%* I == < S, > <117 &
R 10 M0 o Cryptographic Module | Required and optionsl interfaces. Specification \ ? =% \ 4?\ ~ ) |
0 6o .10 95 0 00 T 1400 90 €@ Intarfaces o 3l nerfsces and of 3l it ans cutput data Trusted channel I = o
paths
R
I Roles, Services, and | Logical separation of | Role-based or idertity- y N—T=3]s NNz N |
LY Authentication required and optional | based operator '“"”“’mh“tm;pm“" Multi-factor authentication | ‘ \ é’l N Ej-bl ~. % \I =] L7
VAR S Y A roles and services uthentication authentication I WV 2 £Z7. l\ 1 = = 374 |
100 WY 0 4 M # 0 ¢ W M Lt Software / Firmware . " Approved digital
" . Approved integrity "
1o e 18 11 Securit n 4 signature or keyed —
X P/ 1 e 2 predes ur ;‘J"’ﬂ‘;;ﬁ:’é“:gw message authentication Approved digital signature hased integrity test | l—'—I¢ ﬁ% / S \;ﬁ E 'H'i al Uj:j:ll/ I
| Excrutable code | o= based integrity I 7& I /Z /J\ E 1] o |
Operational FR— Modiable Aole-hased
& % 3 RYERLERER IR BN ES |
contra
Control of S5Ps control. Au z ? E AV I)\ =] B KL=} |
Physical Security Tamper detection and |
) Tamperevidence. | respanse for covers and | Tamper detection and response s = N N
Production rd2 | ppaque caveringor | doors. Strang enclosure ar | envelope. EFP. Faultinjection I N=R-=J \\ \iﬁ EFP =] # 1
P enclosure coating, Prote tion from mitigation Jm)sz / L5, J==| .- X I
I direct prohing EFP or EFT
- Non-Invasive Security Module is designed to mitigate against non-invasive attacks specifisd in Annex “F*. 1 s— i NN Q r] == I
Documentation and efectiveness of mitigation . ) ) I 1 === ﬁsnl E FT 4 E ==
o techniques specified in Amnex “F* Mitigatian testing Mitigation testing 1 1j- \ EE BEI)\JI‘I o \ =) 9] o
Security Parameter Random bit generaors, SSP generation, establishment, entry & outpuk, storage & zemization I |
Management Automated S5P transport or 559 using approved methods N I
L Manually established S5Ps may be entered or _”‘::“a")‘ Eﬂa:‘\fﬁhed 55Ps marl;de e?teredlurnutpm Ir: I E F P *DE&BE‘E)\{%}F
eutput in plaintext form either encrypted form, via at;\r.l;(tgdu(r;nr\e or using split 1 ) I
Self-Tests Pre-operational: softwareffirmware integrity, bypass, and critical functions test | N N
w ETTTLL Conditional: cryprographic algorithm, pair-wise consistency, SW/FW loading, manuzl entry, conditional 4 Z 7 ANT7AN M FA ~ |
LR 5 L B A bypags & critical functions test | = y = \\[14 °
Life-Cycle Assurance | |
" L Configuration Configuration management system for o o > A E3 1\.‘ ~ > —_
] Management |  Gyptographic module, components, and ‘ IE N |
B documentation. Each uniquely identified and Autpmated configuration management system | AP/alR NED 1 I
o tracked throughout lifecyde I
Design Module designed to allow testing of 2l provided securkty related services N S SE S L - N
: = = | SE, AFFR ARG E SR |
= Development Documentation annotated with | ] N1 z
: Annotated source | gop e high-evel ls dware highevel TR | [
! ware high-level language. Hardware high-level module components an
.~I code, scnleernancs ar descriptive language postconditions expected to be E_ (1§uyu %%*éj\ I
: true when components is | 10N
: completed | == A} I
- " Testing Functional testing [ Low-level testing I = < = N N N
- - SR - N
T Delivery & Operation | o0 - ‘Operator authentication wsing ‘ HE{,_.)\_t éll‘i 1’E ’\I_Iﬁj %gxg I)\E/\J 49
n o) % 0 procedres Delivery procedures vendor p(cl:tff:nd;ﬂ:enu(almn | ~ I 9 yu = J\ A ] ] __]‘\ |
o Guidance Administrator and non-administrator guidance I N PN e sl I
B I - ) Specification of mitigation of d == |-| — sl-l
Mitigation of Other Specification of mitigation of attacks for which no testable requirements are . I %‘l‘xﬂ’{)\ N
P T Attacks Currently available attacks with testable I Il—IlIll EL ) 1‘1 =] o J|
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