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Vehicle Manufacturer

CSMS Implementation: Establish product Audit Methodology Alignment
security policies and process

Accredited Technical Type Approval
Service Authority

Performed
once, then
maintained

CSMS Certification: Audit compliance of security process

framework / CSMS

Vehicle type development: Apply CSMS
process into vehicle R&D program Evaluation Methodology Alignment Performed
Supply chain alignment: audit vecr:?glee ':yege
and then
s o fEl i 3 VTA Evaluation: Audit conformity of vehicle type (work maintained
“M - - EE:‘ % ok sm"" SGS vrightsight products)

— — Performed
Supply chain alignment: Maintain regular regularly, or
exchanges with supplier (events, based c'm
intelligence, updates...etc)

ICEINEELE

VTA

l‘f‘""%vCommon Criteria

! Supply chain alignment: Maintain regular
: exchanges with supplier (events,
intelligence, updates...etc)
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EAlL 1: functionally tested
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Scope of the GlobalPlatform TEE Security
Scheme

HEEEHACHRIA LRFRFEOS &

GL BALPLATFORM| \
TR VI ALERMR
: Input from across the /8
: technical community O\ EAL2+2R5)
Defines rules / processes and Technical Communit .
i real world implementation y s
{ methodology . .
Analysis phase - 2EAS, BAR
documentation
N N\ SEPMARIES, OS alEJRIXiG
Testing phase — .
Protecti Profil Gl(E)ballph’:J:f[fOI'm getting consistent 4 TR, FHm
rotection rFroftie valiuation results across all oo 0
Methodology | GlobalPlatform 5 & ARM/RISC-V/Intel 222844
v v labs
Deﬁni_tion of t_hreats, objectives & Enhanced phase
security requirements _ additional
1.Specifies threats to the TEE penetration tests

2.Details security threats to be met

Copyright © 2016
GlobalPlatform
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B GP Device Committeea

B AL =ELZET{FA:

TEE Security Lab Working Group

TEE Attack Expert Working Group
TEHAZINGPHARN TIFHERIN, HHGP SLIZEAP (INEHEA]) NERS
SePIREAI. KRR E RIS ——
SCPIATTHIAEF AR b

Delftechpark 1.
2628 XJ, Delft

GP TEEZENiH,, EIXEGPTIIEN S

Effective 22 Dec. 2016

All Groups My Company's Members
: TEE Initel Configuration 7] D) OPLS Lab
Access Control Working Grou .
Advicary Coundil = BAISHUN CHEN B OPL/ Lab
visol ounci

All Member Qualification #: DPLS
All Member Mamber Beijing HuaRongHengAn (DPLS Lab) GP_QL_0080 Beijing HuaRongHengAn (DPLS Lab) Technology
Architecture Working Group . Technelogy Co., Ltd. Co.. Ltd.

TEE Attack Expert Working Group | o 1 Buiding, 10 Liangshuine St www.dplslab.com
Card Committee 0.1 Building, 10 Liangshuihe

. . Member Yizhuang,
Card Compliance Working Group TEE Security Lab Working Group | Beiing, 100176 T} Effective 16 Nov. 2015
Card Security Working Group Member CHINA (i[ |rUSt8d l-abs
Card Specification Working Group TEE Security Working Group www.dplslab.com - s m—
China Task Force Trusted Labs
- . Member UICC Configuration v1 0.1 0 6 Rue De La Verrerie,
Consumer Centric Sub-Task Force (, . origuration ¥ '
(TEE Spec Working Group Vf‘ H 9217 Meudon Cedex
Crypto Sub-Task Force Memb v Basic Financial Configuration v1 5 e CS20007
: . ember Fime d

Device Commitieg W CE ZHANG (2 groups) e — UICG Cantactless Extension v1.0 GP_aL_0087 tustod b com
Device Compliance Working Group . . o -

@ Huang Tianning (4 groups) FIME SAS - FIME EMEA 8UIGE v2.1 Compliance Test Suite v1.0 i
Embedded SE Interfaces Sub-Task A Effective 01 June 2016

# Shi Xinling (2 groups) Immeuble Antony Parc 1
End-to-End Simplified Framework v _ . " eUICC v3.1 Compliance Test Suite v2.0 =

. . + Victor An (8 groups) 2.4-6 place du Général de Gaulle = =
Functional Lab Working Group M ZENGIU L (2 groups) 92160 Antony TEE Initial Configuration p
- France
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< GlobalPlatform Certified Products... ¢

For inquiries about GlobalPlatform or website

assistance, contact
secretariat@globalplatform.org.

Global
o Platform™ =

XUANTIE TEE V1.0

T-Head (Shanghai) Semiconductor Co.
Building A2, Alibaba Shanghai R&D center,
No.55 Chuanhe Road,

Shanghai

China

Contact:

Xiaoxia Cui
cxx194832@alibaba-inc.com

Security Certificate & Certification Report:

TEE Security
GP-TEE-2024/01 ©
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M ISO/SAE 21434

SAEJ3101 Hardware Protected Securit SESIP Compliance to
5% SESIP {5{t CC SEMYLZLINIE ISO/SAE DIS 21434

Rachel Menda-Shabat

Director of Security Solution Certification Division, Winbond

% SURFACE VEHICLE J3101™ FEB2020 GLDE&.!&R!E&I .:EV.QNBMO
wrernationae. | RECOMMENDED PRACTICE | isseq 2020-02

Hardware Protected
Security Environment

Hardware Protected Security for Ground Vehicles

Security Mechanisms
ECU Application Software 2SR paEDan s
| e.g. Cryptography
RATIONALE ECU Basic Software Security Environment
Firmware {
Automotive computer systems are required to establish trustworthiness through device identity, sealing, attestation, data
integrity, and availability. These systems must be resilient to a wide range of attacks that cannot be thwarted through ECU Hardware Abstraction ‘ i
software-only security mechanisms. A hardware root of trust and the hardware-based security primitives are fundamentally | 2
necessary to satisfy demands of connected and highly or fully automated vehicles. This document provides a Other Hardware H e S Co Eo )
comprehensive view of security mechanisms supported in hardware for automotive use cases, along with best practices for Components ardware Security Components
using such mechanisms. -
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MCU/MPU PROFILE - GENERIC PRODUCT TYPE THREAT ANALYSIS (GENERIC TARA -1)

Asses | Threats MCU/MPU profile ¢

Sensitive data Modification [and disclosure] of sensitive data while stored Secure [ConfidentiaVExtemal] Storage - pfotodions of sensitive data
= Impersonation leading e.g. to access to internal or extemal
End-user information (identity, other sabricted sanicas ngeg. Secure KeyStore - protections of user crypto data e.g. keys, password
:;WWMM.W 9 Privacy concerns Secure Debugging - protection of data access through debug interfaces
<  Diffusion of wrong environment information Residual Information Purging — ensures erasure of sensitive data when needed
Environment data (e.g. road traffic <  Access o sensitive data and/or restricted services
e.g. to ensure in case of Field Return, Factory Reset, Decommissioni
information, environment measurements) :mghe device) Py "
[ PR Sule onfuns Se. (Physical Attacker Resistance - protection against physical intrusions as simple
keys, life cycle state) probing]
Modification [and disclosure] of sensitive data during All features - each claimed feature include the protection of assets related to the
manipulation security feature
9  Same potential impacts as above [Software Attacker Resistance: Isolation of Platform — additional protections
against software attacks using untrusted local code)
[Physical Attacker Resistance - protections against local attacks)
Modification [and disclosure] of sensitive data during exchanges Secure Communications - profections of the overall establishment of
with external entity (e.g. remote server, secure element of the communications including related keys (generation/derivation, exchange,
integrating SoC) storage, binding, etc.)
=  Diffusion of wrong environment information
Code Modification or replacement of stored code Secure Initialization of Platform / Secure Update - check code authenticity and
=  Deletion of parts of original code integrity before running

=  Execution of attacker code replacing original code

; Secure Update -
=  Disabling of part or all security features, access to sensitive allow security breaches fix

data All features- protection of security features execution
Modification code at execution Ré: 2. Isolation of Platform - protection against
=  Bypass of parts of the code Mdulrﬂxﬁuswhmﬂmwdahmmwmmq
=  Execution of attacker code illlegally loaded in memory [Physical Attacker Resistance - protections atacks disrupti
= Disabling of part or all security features, access to sensitve R w Sguiit ool " "9

data and/or restricted sernvices code execution e.g. HW fault injections)
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Chip Security

Common Criteria
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~4Common Criteria
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¢% Common Criteria V2.1 V2.3 V3.1
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