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(Our introduction)
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company introduction

Overview

Company

Headquarters

Phone number

Representative

Established

Capital

Number of
employees

History
June 1980

Established as a design specialist of the Hitachi Group’s Semiconductor Division

April 2009

Focusing on automotive embedded systems (software and hardware) business

April 2019

Became a group company of Hitachi Solutions and changed its name to Hitachi Solutions Technology

Hitachi Solutions Technology, Ltd.

7-1, Midori-cho, Tachikawa-shi, Tokyo, 190-0014, Japan

042-512-0888 (main line)
Kenichi Hirama, President
June 1, 1980

310 million yen

636 (as of the end of March 2024)

HITACHI
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Our mission

SoC/MCU

@ Silicon Vender

HITACHI

Systems

® Hardware/Firmware Design &
Development
® Supporting product development

® Hardware/Software Design
& Development
® Provide our solutions

® Provide software
development technology

Hitachi Solutions Technology has

\V

v' Experiences of collaboration with silicon vendors. 45 years!
v' Capability in developing hardware and software for the automotive field. 16 years!
v Expanding security solutions in the embedded software field. Starting in 2024!

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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Our vision

HESEDRELIRREL, FERRER L - RHE - EATIFIVTVYI-YaV&iellt

(We understand our customers' issues and provide security solutions that create, provide and operate solutions)

[@Manaqed Services A (. A

(DDigital Engineering
o TXi1UT/EHRERNIE o TXIUTARMZESLTIVYI
(Security monitoring operation support)

g (Security technology support and consulting)
® PSIRTEMAXIE ® PSIRTHEEXEHSLUIVYI
\(PSIRT operation support) K(PSIRT construction support and consu!ting)

A

—

-——

, ¥
Operation

Planning

BRRE || FRRRE

i V\
(" @System Integration

® ECUYIRIIT/N\-FDII7&%ET

(ECU software/hardware design)

® TEEZ!ZBR5E. TEEFEEY I IITRH
(Sales of TEE products

\_ and other security products) Y,
PSIRT: Product Security Incident Response Team

("3®)Connected Products
® X17IoTHMIERYAT LR
(Development of secure loT products

& operational systems)

® UX170TYATLRAR Development
\_(Development of secure OT systems) Y,

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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(Voices from developers)
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Keywords for attractive cars
@ B8)1t (Electrification)

B&iEsx (Autonomous Driving)

1%974E71 (Connectivity)

St ] BEME  (Sustainability)

Q 1-Y-IJARUIVA (User Experience)

BB TR TREC LS RENBELN, LU TBIRICEY S TN BN KIECRE!

(Needs to be protected by continuous security improvements. But, there is a significant shortage of time allocated for security development!)

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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Keywords in security development

i Consideration for Various Factors is Necessary
DL

The developers are screaming!
754
F1-20 "Help me, give me time!”
e “How do you use it?
% “An incident has occurred, act quickly!”
development “It's too late!”
MesstrE "We saved the world!”
- etc.

Challenges Hitachi Solutions Technology observes
D SEERIRIENTE TSy IA-LATERAC-RTy S (Accelerating Development with Advanced Technologies and Platforms)
@ NINSICRESNEYYI-23VDT1YTI V=3 (Integration of Disparate Solutions)

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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(Challenges Hitachi Solutions Technology observes)
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Promote the creation of a security partner ecosystem

Global
Platform™
Standardization Organizations e m‘
@ —
Silicon vendor
*‘MCU/SoC . g - Supplier
*HSM EEE *Tier1 a
'BSP |||||| 'Tierz o

OS vendor
Sier *RTOS @
n +0OSS

HITACHI

Solution vendor
TRUSTUNIC *TEE _{ . ' _ Government o
3 -REER (CA) 2/ _ 2
@At (IDPS) -
V|2 |
VicOne | -SBOMERE
*Cloud Certification/

*Security (MSS) Third-Party Evaluation

Tool vendor
*Debugging Tool @
*Compiler

*IDE

INTOAT=-IMINI-DHEFEEL. BNETZ)0I-PAXIN%EDHELE HSMETEEICIA-HRA !

(Harnessing the Power of All Stakeholders and Connecting Excellent Technology and Skills Focus on HSM and TEE!)

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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TEE/HSM techniques and problems in the development field

® TEE/HSMFZMT (TEE/HSM techniques)

TEE HSM
(Trusted Execution Environment) (Hardware Security Module)

U U 1T BB BEMEN, BEATY ) EER

(Limited freedom in security implementation,

(Feature) (High degree of freedom in security implementation) But robust tamper resistance)
RRBERET/ TV T T - MY RTRE -CPUSLEE & fifZ2A T 0- R AT RE
(Flexible design/update possible) (CPU processing load can be offloaded)
GAE - FAMCU/SoCTEIR AL BUOEFIVTER (MBI V) (S
(Benefits) (Can be realized with general-purpose MCU/SoC) (Meet tamper resistance requirements)
‘S HEYE (Z#EInterface®;EA) -BEDHIEZINEEH
(High portability (utilization of standard interfaces)) (Difficult to Maliciously Rewrite)

o0 FHFEIRGDFEE (problems in the development field)
[I-j ® HAMIHIESoCITIZMELRFINTHSMEESHENZ L TEEDFRAE [E=E <AL

(The Japanese market often uses HSMs that are standard on SoCs, and TEE awareness is low)
Rk O MHRARICEERIEZT 2T HADRMIDHE

(Now) (It is necessary to improve development efficiency to conduct thorough real vehicle testing before market launch)

A ©® TEEDFRAEm E

'@ (Raising awareness of TEE)

sz ® TEEEHSMABREIRAT 2EERMTOIZEE(LHEE

(Try)  (Promoting standardization of mounting technology in which TEE and HSM collaborate)

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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Proposal for virtualization of security functions

® TEE Interface’&%ﬁﬁ LJTC'E:\::LU 7_'41%@6@1&¢§1K(Virtualization of Security Functions(utilizing TEE Interface))

Non-Secure

v YIRIDIT7 X IV TAEEADXT I
5 (Addressing software security requirements)
v N=FII7EREFCIOMAEYIREELTCER
(Utilization of Prototyping Environment
until Hardware Completion)

UserApp

X1V T rikrezRAE{L

(Virtualizing security functions)

v N=-FI17F1UTAEEADTT G

(Addressing hardware security requirements)

Image : TEEEHSMAMGRERAT 524207«
(Image: Security with TEE and HSM cooperation)

Fll = (Benefits)
RERFEOZRM L (Improving efficiency in derivative development)
RAEITOLADHE (Improvement of development process)

X1V T1EEDM L (Improving security strength)
YIRIITPEEUN-FIIT7 DEHRFIGADRE R E (Improving Flexibility in Responding to Software and Hardware Requirements)

PO OE
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Technical requirements for automotive-related standards

Currently considering details!

Standard Name Overview Requirements
Software  Hardware Other

t¥2177-b (Secure Boot)

BES1ti@fE (Encrypted Communication)
Ayt —IFREE (Message Authentication) @)
7977~k (OTA)

Tt A% (Access Control)

+ TPM/HSM (Trusted Platform Module / Hardware Security Module) O

ZDfts
ZRATEVATEHME (TARA) | TF¥1UT(407 L BEE RN, O
t*21UT4T AL (Penetration Testing / Fuzzing) . T¥1UT41Y Y7V bxds (SIRT)
v¥17dE

X217 T-bEVYI NI TSR O
EEOEEE BT (BT 3H 4 o BARHYATL (IDS) &EZHUVY
N=tF1UT1&# (CSMS) Z0f

CSMS (Cyber Security Management System) . URI e BEETUYY (TARA) O
1VITYRRISESE (SIRT) (Y T51F1- Jt:\'—JUT'f ek il PN T
VI MIITEESHIREE
S AR LEHLfT O
B a4 - R OIREE
TYvIT-r0F1YT1
Z0f O
RXSWIN (VYILUI73#5RIES) B, t¥1UT,07 LB RIF. CSMSEDEE

sREVI-LOtETEe ¢ o VIVILORIL RER O

(NIST) . BSWER/N-F (TPM, HSM) =

B4 BRBOEREBIEHIC. TEEEHSMMMBTALET7 T I7FvOEEHNEE

(It is important to build an architecture that coordinates TEE and HSM to meet the requirements of various standards)
© Hitachi Solutions Iechnology, Ltd. 2UZ5. All rights reserved.

B EOYIN-tF1UT1URT%
EEIIHOEERE

ISO/SAE 21434

UN-R155

YIRIITTYIT-bOR 2 E(E

UN-R156 EMEREIRT 24R8] (SUMS)

FIPS 140-3
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(Summary)
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Summary

BN BEGEFURIBEHIC. LRIV THAREORANBE

In order to continue to create attractive products, it is necessary to streamline security development

-FFEOECE, BAT-IRII-OBREENDE

Improving development efficiency requires organic bonding among each stakeholder

-TEEFTF2V T1i e RABIL T A10ICERN

TEE is useful for virtualizing security functions

‘TEE/HSMZBMERTB3HI M UD R E

Guidelines are needed to make effective use of TEEs/HSMs

IR F-DHEEFSETHEETFES | (- =D/N-bF=(F/N-FF-)

Let's gather the power of our partners to save the world! (Partner's partner is partner)

© Hitachi Solutions Technology, Ltd. 2025. All rights reserved.
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