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Building the
Foundation of
Digital Security

1999 2000 2007
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GlobalPlatform founded to Ushers in the era of
standardize secure chip mobile payments with the
technology introduction of contactless
standard

Publication of first specs for

First release of Trusted Execution

secure element (SE) technology,
fo r 2 5 l ea rs driving dl(glﬁz)atl on acrc::ys Environment (TEE) specifications, providing
banking, transport, government, a framework for secure execution of
and more applications and data isolation
2015 2014 2014 2012
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Signs MOU with China’s Entertainment Publishes Secure Element Launch of first
Telecommunication industry adopts Configuration V.1 to support compliance program to
Terminal Testing TEE for securing the move from smart cards to ensure products adhere
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bring TEE to China Publishes first enabling secure services in standards

2016 2016
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2016
GSMA adopts eSIM
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framework for IcT/
M2M standardization
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compliance program
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CEN and CENELEC as
European standard
for loT security

Launch of
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into secure platform ntegral
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Financial services
Identity

Mobile

Consumer Electronics

Healthcare

Smart City
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A tamper resistant execution environment,
removable, embedded or integrated

An isolated execution environment
A Secure Componentis a In the main chip of the device
combination of hardware,
firmware and root of trust.

New technologies that created
Isolated execution environments



ACCREDITED

CERT #5486.01

Benefits

Functional required by EMVCo,
GSMA and other industry bodies

Certification stamp gives
products credibility

Certification discounts and free
test suites for members

Network of test tool providers
and labs around the world

Processes in place are verified
against international standards -
ISO 17065 accredited (#5486.01)

Certified products are listed in
Gl obal Pl at f or mos




A Market products as meeting digital service provider
needs with international recognition
A Prove that their digital service management capabilities
The GlobalPlatform Certification meet security and functional requirements

Program confirms product

adherence to functional
requirements and market defined

security thresholds. A Reassurance that certified products meet their needs
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A common and optimized
approach for evaluating the
security of connected
products and meeting the
specific compliance,
security, privacy and
scalability challenges of the
evolving lIoT ecosystem.

The framework for [0T
stakeholders to adopt
trusted components that
have already been SESIP
evaluated and to create
new products without
having to re-assess the
security evaluation and
certification.

SESIP delivers greater efficiency
and cost-savings, whilst ensuring
defined assurance levels across a
broad range of regulatory and
security frameworks (including
ETSI, ISO/IEC and NIST), as well as
specific vertical regulations.

GlobalPlatform continues to evolve
this methodology to map with
additional regulations and standards
requirements. It also creates specific
security profiles to address new
markets (e.g., Healthcare,
Automotive).

A SESIP is now a CEN CENELEC
B=  standard EN 17927, GP supports
CENEI.E[} iImplementation of 10T security
schemes based on SESIP.
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Digital Identity Wallets need to be secure, ensure
privacy, be available to everyone and interoperable
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A collaborative effort to deliver this vision for EUDI

Working with
different
stakeholders,
governments and
regulators to evolve
existing specs to be
ready for EUDI
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elD Wallet Task

Want to contrib :\. A
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elD Wallet Task Force

Objectives:

A Support the different digital identity deployments happening in
Europe, US and rest of the world

A Analyze and support different possible solutions to enable high
security for identity wallets deployment (e.g. eSE, eUICC, SAM)

A ldentify requirements for the evolution of secure element
technical specifications

Our members are helping to define the future industry
requirements and solutions that will provide the secure
foundation for elD Wallet services around the world.

GlobalPlatform technologies can support many different
business models for elD deployments.
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Services - The Transformative Power of  Saminar
Digital Identity and Wallets

Independent Consultant
Formerly Head of MEPs Office, European
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Secure EU-DI Wallet
Deployment

Gil Bernabeu, Chief Technology Officer
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Current GlobalPlatform Road
map for EU-DI

. — |
CENELEC

SAM

Ka.k.a Secure Application in
Mobile)

ASimplification of Key and
authorization management

* x
x

enisa | CSP

ACryptographic Service provider
ASimplification of Applet

GlobalPlatform certification across multiple SE
i : platforms
Collaboration TechnizH
Learning from GSMA SAM road map to
Workshops EU projects EN'SA oG easy
Ao and previous SRl deployment
seminars deployment
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Member State Smartphone Citizen

TOP 10 SMARTPHONE COMPANIES IN 2023

RANK  BRAND MARKET SHARE
E 20%
KN 19%
Xiaomi QK
"W 0ppoGroup K37

A smartphone stays in
the field around 7 years
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Member State Smartphone Citizen

* X %
- -
* *
* *

* 4 * Strong Secure
authentication | Storage

ABe sure ABe sure the
] - ‘ ?o_ citizenin a private data of
] genuine device the citizen are
N . I E - I protected
N ] E—

1§ | S

Global
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Global
Platform™

* *
* PKI|*
* *

manufacturer

Smartphone manufacturer decision when selecting
a eSIM/eSE

A Clear set of feature to offer

Member state analysis about level of secure
feature available in the device

A Clear set of feature and associated certification

Key Management between 27 members states and
dozens of smartphone manufacturers x 7 different
models

A PKI based Key deployment
Clarifies deployment model for Member state
A Script based deployment i simple back end

Page 24



SAM : An Isolated Environment in eSIM or eSE

SSIVERRDpEE SAM e == ISIPDRl SAM

\§
-

e

HW / SE OS HW / SE OS

- J (& J

GlobalPlatform SAM extends the concept to eSE and allows an isolated area in an SE.

Along with certification and compliance, SAM offers a secure and standardized environment for member state to
manage end user authentication , end 2 end security and secure storage

Global

Platform Page 25




Tomorrow
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A SAM SD (and its hierarchy)
| .e. the NASAM Scopec

A Application Service Provider (ASP) SDs

°. SAMO05
APDU interface defined in SAM Config
(secured via SCP1lc/a)

A SAMO08b
APDU interface defined in
SAM Configuration
(secured via SCP1lc/a or SCP03)

LAA SM API
SERAM

)
(@)
©
S
==
0 o
s
S
(¢b)
V)

Mobile Device

_ ~ SAMOleu
GlobalPlatform Open Mobile APl (OMAPI) APDU interface defined in
Protocols (GP OpeBource on GitHub): SAM Configuration

LAA < SAM SMLocal Application Assistantx SAM Service Manager)
SERAMSE Remote Application Management)

» Global
Platform Page 27


https://github.com/GlobalPlatform/LAA-SAM_SM-Interface
https://github.com/GlobalPlatform/SERAM

[oday /

Current SE products in'smartphone support most of the
features to implement the functional part of SAM.
| t 6s not 100% b uthe memberstgté pracessesl €

When ?

bote : SAM is a configuration (not a new
pecification); SE Configurations are

for SE products I O m O rrOW |

SAM test suite availability will ensure interoperability and
adherence with the SAM configuration

SE protection profile for SAM will ensure security
interoperability for certification

!
|

Implementation guideli

— f

Global
Platform™
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What we need ? .




Composite certification (Applet with platform) is required for The Cryptographic Service Provider (CSP) is a self-contained
applet when targeting EAL_VAN.5 level of robustness component that includes software, firmware, and hardware of
aCSP-enabl ed Secure EIl ement.

» 5

=

()
Platform Composite Platform 1 unique
certification certification certification composite
certification

Composite certifications do not scale in a multiple vendor
deployement Only one composite certification allows to deployed in any

CSP-enabled platform

VendorA VendorB VendorC VendorD VendorA VendorB VendorC VendorD




SAM (Secured Applications for
Mobile)

CSP (Crypto Service Provider)

Enables post-issuance installation of
an EUDI Applet (WSCA) and yet meet
EAL4+ without the need of composite
certification

Enables hosting 3" party applications,
such as the WSCA, on (e)SIMs
iIndependently of the GSMA or Mobile

Network Operator
Card Specification T Amendment N

SAM Configuration, v1.0 (March 2024) (early 2025)

Global

Platform Page 31







Gilobal
Platform™

—

Agenda

10.00 - Welcome and Introduction
Stephanie ElI Rhomri, Chair of the Board, GlobalPlatform

10.157 Unlocking the Future of Public Services: The

Transformative Power of Digital Identity and Wallets
Vedran Lalic, Independent Consultant

10.407 GlobalPlatform i From Physical to Digital

Identity
Gil Bernabeu, CTO, GlobalPlatform

11.007 The path toward a secure European digital
identity
Jean Daniel Aussel, Head of Standardization, Thales

BREAK: 11.2571 11.40

11401 Ger many6s
Torsten Lodderstedt, Lead Architect (German EUDI wallet), SPRIN-D

12001 Fr anceds
Anthony Carmoy, ANTS

perspective on

12.2071 Challenges and Opportunities in the deployment
of EUDIT Member State Wallet Issuers

Moderator: Jean-Daniel Aussel (Thales) Panelists: Torsten
Lodderstedt (SPRIN-D), lain Maxwell (FIME), Herbert Leitold (A-SIT),
Elyes Lehtihet (ANSSI)

perspective on

EUD

Page 33

13.0517 Smartphone manufacturer perspective for

EUDI deployment
Dawid Wroblewski, Product Manager i Digital Identity, Samsung

LUNCH BREAK: 13.3071 14.30

14.307 EUDI large scale pilot learnings (Payments)
Laurent Bailly, Head of Product Strategy, VISA

14.557 Developing EUDI Wallet Learnings and

Opportunities
Yann Bouan, Chief Strategy Officier, IDAKTO

15.20 17 Readiness of the Ecosystem to Support EUDI
Moderator: Jean-Baptiste Milan (HID Global) Panelists: Laurent Baill
(VISA), Dawid Wroblewski (Samsung), Daniel Goldscheider (Open
Wallet Foundation), Yann Bouan (iDAKTO)

E UBREAKd16.0071 d§.I8e n t

16.1571 EUDI Wallet Certification
%Iawo(rjnir Gorniak, Senior Cﬁ/bersecurity Expert, ENISA
epl oyment

16.4571 Pros and Cons of possible wallet certification

models

Moderator: Pierre-Jean Verrando (EUROSMART) Panelists: Slaworr
Gorniak (ENISA), Johan Klykens (Centre for Cybersecurity Belgium),
Philippe Proust (Thales)

17.2071 Closing Remarks
Ana Tavares Lattibeaudiere i Executive Director, GlobalPlatform



THALE

Building a future we can all trust

(=

i,

u
|

The path toward a
secure European £l

Digital Identity {%‘“é |

Jean -Daniel Aussel,
Thales Digital Identity &
Security

www.thalesgroup.com




Wallet acceptance requires Trust

Vd

e and Trust requires Security

Should we have tamper -proof hardware for securing
the wallet? Or Shall we?

I H A L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




WALLET SECURITY

From High Level of Assurance certified tamper  -proof solutions

(Regul ati on) &

V4

e to o0an environmento that oOoneeds to sa:
certificationo (draft | mplementing Ac!

I H /-\ L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




WHAT HAPPENED?

We have to deploy fast and do with what is readily available
Secure hardware is not really much deployed

Accessing secure hardware is not possible

O 0 0 O

Our current solution is not hardware protected, nobody
complained so far

Cltos complicated e

- . . . . . . . "
Speed is useful only'if'you are running'in the right direction."” * ° -Joel Barker’
T H /-\ L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
3uildin iture we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




The risks and threats associated with the Wallet require that the Wallet
security must be resistant to attackers with high attack potential

UR“SMART

The Voice of the Digital Security Industry

Low Security in the European Digital
Identity Wallet:

An Unacceptable Risk for Citizens and
Businesses

I H /-\ L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




HOW TO COMPARE FAIRLY APPLE TO ORANGES

A fair and objective way of proving a high level of assurance in a
system with 27+ national identity wallets and 27+ national certification
scheme is to use the same rule.

THALES

e can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




THALES

Building a future we can all trust

Common Criteria methodology is the de -facto standard for
certifying products with a high  -level of assurance

Common Criteria certification EAL4+ AVA_VAN.5 is the
minimum assurance level that certify products are
~ resistant to attackers with high attack potential

The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS

This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




The Wallet Cryptographic Secure Device (WSCD) shall be a
hardware device certified with Common Criteria methodology at
EAL4+ AVA VAN.5 to provide the foundation for the wallet to have

a high level of assurance

THALES

e can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




NOW CAN WE?

THALES

we can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




HARDWARE TAMPERPROOF EAL4+4 AVA_VAN.5 CC
CERTIFIED DEVICE OPTIONS FOR THERUDI WALLET

Remote Hardware

External NFC ID Card Security Module (HSM)

Embedded or Removable
SIM

Embedded Secure
Element

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

,,,,,,,,,,,,,,,,,,,,,,,

I H /.\ L E S The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




BUT WHATO0OS THE REACH?

I H /-\ L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




4 N Over 50% N\ (Closeto halfa

448.4 million Smartphones to pillion esiv-
Inhabitants in the have embedded capable devices
European Union 1 hardware security were shipped in
\_ VRN by 2025 2 VAN 2023 3 .
s N [ o\ [ )
Over 9 billion Nearly_ 70% 474.2 million
proportion of Projected eSIM
eSIM-capable .
. cellular devices smartphone
devices to be . .
shinped by 2030 4 eSIM/-capable by shipments Iin
:;i::&fizrz)p:;:i;yii:f::jik:;:::2030?::?::/:&:EUWPMDZOZS:?:}::i::
o samesizasss
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BUT HOW DO | ACCESS SECURE ELEMENTS?

Where there is a will, there is a way.

I H A L E 5 The Path toward a Secure European Digital Identity - GlobalPlaiform elD Seminar, Brussels, October 10, 2024 - Jean-Daniel Aussel, Thales DIS
Building a future we can all trust This document may not be reproduced, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




WHO FOUND THE WAY SO FAR?

Mobile Network Banks and Payment
Operators Providers

Transports Car Makers

Moeasuring the importance of
the eSIM in the mobile market

w THALES
.

THALES

we can all trust This document may not be reproduced, modified, adapted, published, franslated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2024 THALES. All rights reserved.




GOVERNANCE OF SECURE ELEMENTS

> Embedded SE > Embedded SIM > Embedded SIM with SAM

C Owned by smartphone C Owned by smartphone C Owned by smartphone
manufacturer manufacturer manufacturer

C eSE management controlled by C Root Certificate of GSMA pre - C Root Certificate of EU or Member
.smartphone manufacturer . = . . . . . . .installed and profile download . . . . . . .  State pre -installed .

C Secure provisioning addressed ~~~~~~ controlledbythe GSMA -~ ¢ secure provisioning of wallet’
.using Secure Element.Issuer Trusted . . . .C.Secure provisioning.ofwallet. . . . . . . . .appletdone with Secured .
Service manager (SEI'-TSM) server -~ * - "appletdone with Subscription -~ -~ - -+ - -Application for Mobile Service
- Manager Data Preparation(SM -  Manager (SAM -SM) '
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The Wallet
WSCD shall be
a tamper -
proof

hardware,

such as Secure
Elements, HSM,
or external
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The Wallet
WSCD shall be
certified with
the Common
Criteria
Certification
methodology
at EAL4+

AVA VAN.5

KEY TAKEAWAYS

There are
transition paths
towards a
secure wallet
that do not
sacrifice
security for the
go to market

If necessary,
convenience
for non high
LOA use cases
can use WSCD
with lower
level of
assurance.

Using
embedded
Secure
Elements
inside the
smartphone is
a matter of
business
agreements
and
governance,
not a
technological
Issue
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Wallet Foundation), Yann Bouan (iDAKTO)
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SPRIN-D

THE GERMAN EUDIW PROJECT

Germany is developing the concept for a digital ecosysteradoure, privacyfriendly and userfriendly EUDI Wallet(sin
anopen architecture and consultation process.

The associated project is being carried out by the Federal Agency for Disruptive Innovations (SPRIND GmbH) on behalf of t
Federal Ministry of the Interior and Community with the Federal Office for Information Security and supported by
BundesdruckereGmbH, Fraunhofer Institute for Applied and Integrated Security (Fraunhofer AISEC) and
PricewaterhouseCoopers.

Feder: lM try Bundesamt -
= SPRIN-D | g 7 Fraunhofer bd . A
A pwc
BUNDESDRUCKEREI
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SPRIN-D

PROJECT OVERVIEW

VERNMENTAL WALI
RECOMMENDATION FOR THE 2 FGU(I)\ICTIONALLY COMPL@
EUDI WALLET OPERATING MOL

o FINAL PUBLICATION OF THE EUDI

== LSP POTENTIAL &) |\l LET ARCHITECTURAL CONCEPT

EUDI WALLET EUDI WALLET
PROTOTYPES ) FEEDBACK PROTOTYPES )FEEDBACK

tg] EUDI WALLET ARCHITECTURAL CONCEPT
CONSULTATION

FUNKE (CHALLENGE)

[®] GOVERNMENTAL EUDI WALLET DEVELOPMENT

PID ISSUANCE, RP PRESENTATION & ONLINE PRESENTATIC
(FIRST INCREMENT)

4]
P
<]
=
3]
z
=}
'8

CERTIFICATION OF

PRIVATE WALLETS

2024 2025 2026 °

*The exact development periods have not yet been defined S5



SPRIN-D

IN THE ARCHITECTURE PROCESS, EXPERTS REGULARLY F
ITERATIONS WITH A DIFFERENT FOCUS

Theconceptfor adigital wallet ecosystems being developed by experts withe ongoing involvement of the public.
The aim of this constant exchange is to ensugga level of useifriendliness and acceptancef the wallet.

Roadmap of the architecture versions

= 1]

Initial concept with a Deepeninglata Focus on additional Completion of
focus onPersonal protection functions(e.g. QES) the concept
Identification Data (PID)

2023 O 0 0 > 0 7025 2

November 2023 March 2024 Further architecture versions will be released in the future Mid 2025
56



SPRIN-D

THE CONSULTATION PROCESS ENSURES THE COMPREHEN
INVOLVEMENT OF RELEVANT STAKEHOLDERS AND THE PU

Consultation formats to accompany the architecture process

Would you like to participate in the

Workshops consultation process?
ﬂ A Developmentof resultsand feedback with stakeholders All open consultation formats are
AWorkshops are offeredn new architecture versions @ announced and documented on

. OpenCoDE

Comments and feedbaatin the
% Open Online Consultations @ architectL_JraI concept and the _
A Lowthreshold offerfor open questions on specific topics SOMEL|[ENRN (ITECEES C2MM (o5 SUsmlise

~ : : there
')! A Consultation hours are held @perating models for example

E Interviews o CoDE
A Determining theneeds of relevant stakeholder groups ) - 4 PN

W A Participationof groupswith special needs

I EEEEEEE———,
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SPRIN-D

¢19 G9!5L 21 [[9¢ +TEITS ORTHE 9{ ¢
ARCHITECTURE CONCEPT AND NEW IDEAS FOR HARD CH/

Innovation competition Funke Core functions of the EUDI wallet prototype

.. Issuing & presentation gfersonal identification
data (PID)

626&6 6 teams took part in théunded track
YY1 5 teams in thenon-funded track

0) Jury comprised dechnical expertsand
)| representatives fronpolitics and civil society

o
o

Issuing & presentation adlectronic certificates
(EAAS)

| All PID implementation approachesf the
v0©0| architecture concept are tested

Pseudonymous loginqualified electronic signature

made available to theilot project POTENTIALdr i
(QES) & payment

testing in six use cases.

e
* Once stage 1 is complete, the prototypes will be

*Within the framework of Potential, a consortium of 19 countries & 140 public and private partners is working to
ensure the interoperability of EUDI wallets in six use cases. 58



SPRIN-D

GERMAN GOVERNMENT RECENTLY DECIDED IN FAVOR OF
MODEL FOR WALLET PROVIDERS

DE will build a Governmenrprovided EUDIW DE will be open to alternative Wallet Providers

Ensures Sovereignty Trust requires Choice

Guarantees availability of at least one EUDIW in DE Competition fosters innovation

Aims for fully decentralized design Certification Schemes will be developed as part of the establishment

The Governmenprovided wallet will be developed and rolled out of the ecosystem in DE

incrementally along with the required infrastructure

59



SPRIN-D

THE FIRST ITERATION OF THE GOVERNRMERENDED EUDIW

Functions of the first iteration of the EUDI Walllet

Focus on Identification (PID)n LOA High as secure and digital identification is the basic function of the EUDIW
- Identification with Relying Partiese.g.opening of a bank account

- Building block for further functions of the wallet (EAAs, QEShich will be realized in subsequent iterations.
Empowerment of Users is a further core objective (RP authentication, dashboard, complaints)

Technical Design

- PID data is stored (encrypted) on the phone

- Authentication keys managed in the cloud (security + reach)

- Signed data (interoperability)
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SPRIN-D

WHY CLOUD HSM ?

Most phonesthese daysdack a security modul&vith
the required security leveilve could utilize (either

R2y QG KI @S Ad G Ittt 2N 0KS dzms
sufficient or we cannot access it)

Prototypical experience witeBUICCadicate this

ip&r@?ﬂefe}da ﬁnore)\wgrrgto Regom?/azvli?ble solution
or large scale depFoyme S

Design allows fancremental migration to decentralized
key managementas suitable solutions become available
and/or for lower assurance levels)

Interfaces of the wallet arARF complianand can
be kept for thesubsequent increments

61



SPRIN-D

UNDER THE HOOD (FOCUS ON PRESENTATION)

USER PID Requesét OpenlID4VP PID response

V...

o e

A
A
A
A
A

~

Storage of PID and Transactid
Dashboard

Processes RP requests
Authentication of RP
Prepares PID presentation

Hash of PID
presentation + proof
N of possessions for
wallet
authentication key
and PIN

Request

Wallet Backendhever sees the
dza SNX& LISNAR2Y | f
does not know the identity

/ Wallet Backend \

A Signs PID presentation hasheps
with device key

A Enforces user authentication
with PIN retry counter

Wallet Backend is used to
enforce strong user
authentication (2FA)

A Possession factor:
wallet authentication

key (security module)
A Knowledge factor: P

Response
Signed Hash

. /

OpenlD4VCI

Serves as remote WSCD (HSM)

PID Issuedoes not know

RI (| Whed Wh&Ndata B NB
presented to whom

-

elD
Signs the PID

To o o

the app

.

Validates the authenticity of

PID Issuer \

Issues a PID on the basis of th

/

PID as SDWT VC andoc

e



SPRIN-D

WAY FORWARD (ON WSCDS)

N

both native security moduless well as

Furtherinvestigate fully decentralized
options, especially complexity, costs, utilizing SEs through our own applets
dependencies, usability, and security

63
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Funke prototypeswill be
tested inLSP POTENTIAL



SPRIN-D

FUTURE TOPIC: ZERO KNOWLEDGE PROOFS

EUDIW shall be privacy preserving @

Zero Knowledge Proofs could be an alternative @

A Unlikability is hard to implement with traditional A Unlinkabilitycan be implemented with single, long living
cryptography credential

A Requires ephemeral credentials and batch credential A Requires standardization, recognition, implementation, and
Issuance support in Secure Elements

A Feasible but the issuance process is more complex and
NBIljdzZANBSa | aSOdz2NB>X | OGA@BS
issuer to fetchfrechcredentials

A Thefederalisticorganization of Germany would require to
support this for 100k+ EAA providers (municipalities, schg
SYUGSNIINRAaS&azT X0

We are about to start looking into this topic as long term
option
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210k person / year

French population affected by identity
fraud
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Potential [°%

For European Digital |dentity FRANCE
IDENTITE

»"* | Co-funded by
the European Union

Franceldentité is based on a combination of multiple blocs to provide the PID

A

RemindetY t SNE2Y LRSYUGAFAOFIGAZ2Y 5FG1FQ 6tL50 YSFEya I aSid 2 Ftyddanaturdl orlegalipdzSoR, orfof/a nat@aDEeidR | Y (
representing a natural or legal person, to be established

SourceArticle 3 ofRequlationfEU) No 910/2014(DAS

I+ NI S bééli\jllg 2y t$ ROLRQYGIAGS SESOUNBYAL S e 4 eID Backend (SGIN)

«where the data comes from «where the data can be reas

«where the da

¢ .‘ REPUBLIQUE FRANGCAISE m
2 CARTE NATIONAL IDENTITY CARD

MARTIN

EN &
FRANCE _
IDENTITE

wolly . DATE DE NAISS, / Dafé 4150
13 071990

DATE DEXPIR. | Expiy dote
1 022030

384213

ICAODataGroup |elDDataGroup A Nowavailableto all Frencheitizens
Enables crosborder | Containghe elDAS havinga CNle
travelwithin the EU | minimumdataset

A Checksvhether 5

A Alsoenables thémport of the mDL as beers
/ lost, andthat the holderisalive

- containsbiometricdata | - readableonlywith the France (s0onISO/IEC 18038:2021 compliant)

Identité app (PIN + NFC scan)



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910

Potential [°%

For European Digital |dentity FRANCE
IDENTITE

S Co-funded by
+ | the European Union

How does the France ldentité application work?

The newidentity cardcontains
your identity details

g J REPUBLIQUE FRANCAISE

CARTE NATIONALE D'IDENTITE / IDENTITY CARD
NOM/
MARTIN

Ma'e"lys-Gaélle, Marie

P ZE R 13 07 1990

PARIS

D'USAGE

N DI UMENT / it N DATE D'EXPIR. [ £ y o
X4RTBPFW4 1102 2030

An associated code R

REPUBLIQUE FRANGAISE
B J ©usuauerRancais:

Allowing users t@xpress t
to the use of their data

a Scanner un QR code
g
[GHI Commencer une démarche

B Créer un justificatif d'identité
Présenter vos cartes numériques
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For European Digital Identity FRANCE
IDENTITE

: ".. Co-funded by
+ | the European Union

Franceldentité: Achieving High
European Recognition

In February2024 the FrenchCAB,ANSSI
notified France Identité at the national
level as compliantwith the High Levelof
Assuranceequirements

Underthe EuropeanelDASegulationon electronic
identification and trust services, the European
Commissionnotified Franceldentité on Monday,
September 9, 2024 as compliant with the
requirementsfor a HighLevelof Assurance TLCTERE LR PR LR LR RS

This High LoA is achieved through fingerprint
comparisonin city offices




