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Background

* The need for Automotive Cybersecurity increased in parallel to the development of the connected
cars, vehicles are being connected to everything (V2X) — traffic lights, parking meters, other
vehicles, and much more

* As the automotive ecosystem becomes increasingly connected, attack points multiply, exposing
new vulnerabilities that hackers can exploit to threaten vehicle safety, users” privacy, and car data
integrity

« The automotive industry realized that this threats should be handled by regulation:

— ISO/SAE 21434 - Baseline for vehicle manufacturers and suppliers to ensure that cybersecurity risks are managed
efficiently and effectively

— UNECE WP.29 (No.155) - The objective of the WP.29 is to initiate and pursue actions aimed at the worldwide
harmonization or development of technical regulations for vehicles

— Automotive Cybersecurity Management System (CSMS) assessment was defined for auditing vehicle manufacturer
or OEM's cybersecurity framework. The assessment identifies if the organisation’s processes provide a suitable
cybersecurity framework across the product lifecycle and that the CSMS requirements of both the UNECE
Cybersecurity Vehicle Regulation and ISO/SAE 21434 are fulfilled.
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SESIP compliance to ISO/SAE DIS 21434

« 1ISO 21434, among the rest, is based on ISO/IEC 15408 (all parts), Information technology - Security
techniques - Evaluation criteria for IT security

« SESIP methodology is based on ISO/IEC 15408 and more regulations which supports the
requirements of ISO 21434 in the functional and environment security requirements
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SESIP compliance to ISO/SAE DIS 21434

SESIP Notes
Sgc OVERALL CYBERSECURITY MANAGEMENT v Covered by ALC_DVS assurance family
Sec PROJECT DEPENDENT CYBERSECURITY :
6 MANAGEMENT v Covered by ALC_DVS assurance family
SSC CONTINUOUS CYBERSECURITY ACTIVITIES v Covered by ALC_DVS, ALC_FLR & AVA_VAN assurance
SESIP methodology includes risk analysis for the architecture
Sec design and vulnerability. The analysis should be reflected at
8 RISK ASSESSMENT METHODS v the Security target by Assets, Threats, Objectives and Security|
functional requirements description.
Covered by SESIP assurance families:
Sec ADV_FSP - functional specifications which identify the
9 CONCEPT PHASE v security function interfaces and environment.
ADV_ARC - security architecture
AGD OPR - Operational environment security guidance
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W77Q compliance to ISO/SAE DIS 21434

SESIP Notes
Covered by SESIP assurance classes and families:
Sec ADV: Development
10 PRODUCT DEVELOPMENT 4 ATE: Tests
ALC_CMC
Covered by SESIP assurance classes and families:
Sec AVA VAN
1 CYBERSECURITY VALIDATION v AGD_OPR
ATE
Sec v .
12 PRODUCTION Covered by ALC_DVS assurance family
Sec Covered by ALC assurance classes and families:
13 OPERATIONS AND MAINTENANCE v ALC_DVS
ALC_FLR
S&C DECOMMISSIONING N/A Out of scope of ISO 21434
81%" DISTRIBUTED CYBERSECURITY ACTIVITIES v Covered by ALC_DVS :Lsé“';‘gfe families - ALC_DVS,
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SESIP Group expectation from GP Board

* Approving SESIP subgroup task — Mapping and methodology adjustment for the
automotive security industry, while ISO21434 is the first standard to be handled.

* |dentify the relevant groups for a liaison regarding 1S0O21434 recognition in SESIP
methodology for evaluation
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Thank You

Rachel Menda-Shabat

Director of Security Solution Certification Division, Winbond
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© 2020 GlobalPlatform


https://www.youtube.com/channel/UC9_nGwYOop7oKYtGrcTz5IA
https://www.linkedin.com/company/winbond/
https://twitter.com/winbondflash
https://www.facebook.com/winbondcorp/

Backup
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Link between WP.29 and ISO/SAE DIS 21434

Paragraph

Clauses from ISO/SAE DIS 21434

7.2.1. For the assessment the Approval Authonty or its Technical Service shall venify that the vehicle manufacturer has
a Cyber Security Management System in place and shall verify its compliance with this Regulation.

(1) I & procew established do asses and
g cyber weourity dsks for whicls
Types. acTss hﬂqmmt.mmni
postproduction?

[RQ-08-11], [RG-08-04], [RQ-05-06], [RG-06-10]

Verify that a Cyber Security Management
System 1s in place

Not applicable

7.2.2.1. The vehicle manufacturer shall demonstrate to an Approval Authority or Technical Service that their Cyber
Security Management System applies to the following phases:

i antvblivhad foar
ooty i E vl ypos Ao
dewbpoes,  modacton  amd  post
prodnction?

[FeQ-0E-12). [RQ-09-07], [RQ-05-06], [RiQ-05-08]

7222 (d) The processe: i placs to weify

Organization-wide cyber security policy

[RQ-05-01], [RQ-05-03]

Management of cyber security relevant
processes

[RQ-05-02], [RQ-05-09]

ryber seqmity reqursnwnt of the Ham
theing prodnction phase?

- Development phase; jdly I a procacs stahlizhed o verify | [RG-09-08]
- Production phase; Fpproprizans: of dik aomgse
- Post-production phase. {a) Tha procssses used for testing the oybar seamity of avahick type
Development phase Clauses 9, 10, 11, 15 (81) & a promms ssoblished to specify | [RO-09-10], [RO-10-01]
cyber secaity requEenentsT
Production phase Clause 12
(a5 I.]II'DDHI wsmiblished to validate the | [RG-11-01], [RQ-11-02]
Post-production phase Clauses 7. 13, 14, 15 "-Fb“i. 3 ’mlm, of e fam
7.2.2.2. (a) The processes used within the manufacturer’s organization to manage cyber security (a3} Is 2 process ssblished to validsts the | [RG-12-01]

7212 () The processes used for sosuring

that dhe Tk auessmant is kept corman

vulnarabilices which requi a meponse fom &e whick reeefconme shall be mitigesed withn 2 reasenzbie
timefame.

hlich

(a3) E it and Mair of
cyber security culture and awareness

[RQ-05-07]. [RQ-05-08]

{f1}) It a process wstablithed to keap the
ryber secoity ridk amnsssmant conentT

[FG-11-03]. [RiG-0e-08], [RC-07-07], [RG-07-04]

Mifigation within reasomable freframe No tnsframe defined by ISOVSAE DIS 14344(E)

7.2.2.2. (b) The processes used for the identification of risks to vehicle types. Within these processes, the threats in
Annex 5, Part A_ and other relevant threats shall be considered.

7.22 2 {g) The processss nsed o monshor for, ﬁbctl:d.mq:lcnd.fuc:.h*—lhdu. cyber drsats and vulnemhiities oo

vehick types and

tha processes wsed 1o asseas whether the

oyber sy meam i arw sE21l effuctre =

this Eght of mewr cvber threars and wnnembilites that herre bean identiSed

(b1) Process for identifying cyber security
risks to vehicle types established across
development, production, and post-
production

[RQ-08-01]. [RQ-08-02]. [RQ-08-03]. [RQ-08-08]. [RQ-05-09].

The threats i Annex 5 of UN Regulation No. 155. are out of scope of
ISO/SAE 21434

7.21 4. The wehicls mamfacumr sall demonstrate St the processes weed witin deir Cvber Seaminy ham genent
Systemn will emsurs that the monstoring wedeered to mpeint 7222, (g) shall be comtinual Thes skall:

(2 I=chndsvehicle: afer frot mgistation = the monitaring,

(b I=chnds the capabdity to ambyse and detect oybar thoeats, wminarkiltes and ofbar-acacks Sroms 1obicle data

7.2.2.2. (c) The processes used for the assessment. categorization and treatment of the risks identified

(51 Is a process evaklished to monior for | [RG-07-01] and walicls loge This capability chall respect paagraph 1.3, axd de privacy rights of cax owsars of driven,
oyber seciny informatien? partioulaely with respect to comsent
{52) Is a process esablished o desct cyber | [RG-T-02] Memitoring afer St regivmrion Clama 7.3 “Crbameciny Momitrizg”
i Capabdlity %o amlpe and dotect cybor | Mot eogplicitty meefioned i IBOVSAE DIS 21434 (E), bat could ke
{31 Is aproces sstablished to assew oybar | [RGH07-03], [RO-07-04] threats, velwmabditios and cyber-attcks | seem as Cybemecurity Information
secarity @vents and anahzs cyber security from vehicls data and wekicls logs
ulnerabilites?
rights of cr ownars Out of zoope of ISVEAE 21434, so mot applicablo
)i 3 e simbiited 3 monnge | (RQT45) 1504} (1505} RG34 e e o et "

v wiinemhil ifes T

{=7) Is a process esablished to mepond on
ryber secoity incide?

[RG-13-01], [RGH13-02], [RQ-13-43]

(@) s 2 process ssizbished to validaxs
affectrranea of the respome™

[Rg-11-01], [RQ 1-03], [Rig-11-04)

7225, The wekicle manufacturer shall be required to demonsiraie how tair Cybar Secarity hMmagement Sysiem will
‘manazs dependancies that peory ezt widh cootcted mupphien, wnics providen nrmfldmwtmhrm
mmﬂﬁnmdpllgqt'.’l 22

(b)) The processes used te provids misvan data to appot azabd: of atempd or successfal oytsa-aitacks.

Dependencies fmt ooy ece with | [RO-06-09], [Rg-15-03], [RC-15-02]

Dependancizs ot ooy oot with
contraced service providers.

[Ro-05-08], [RG-15-03], [RI-13-0T]

Iz 2 process. ghven to provide mkevent daia | [ROH07-03]

‘o spport analyis?

7.22 3. The whicle skall & it the rmved witin thair Cyvber

£ will ensome based on cate rafarmed to in 7233 (c)amd 72322 ety and

[Ro-05-08], [RG-15-03], [RI-13-0T]

Dependancics ot ooy oot with
‘manufactorar’s sub-orgamizations.
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Link between WP.29 and ISO/SAE DIS 21434
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(<1 Is 2 peocess seiablished 0 ssses 2ad | [RQ-05-L1], [RiG-05-04]. [RG-5-06], [RGH6-10]

{2} Is 2 procsss sstzbliished to meat cyber | [ROHDE-12]. [RO-09-07], [RCQH03-06), [RO-09-0E]
womity ks forowBich npes aTou
prodnction?

7.222 {d) The processes I place bo weaify thert the riskes identificd ane appropristehy romaged

dl) I astabiished i RO-0-05]
[q#ql:i;md ik mgm:‘[“m&

(&) The processes used for testing the oybar waminy of avelick type

vilnenbilites which reqam a repons fom e wihick eeeefcnme dhll be mitigased withn 2 reasonable
timefame.

[s1) s & process ssmblithed to specify | [RQ-08-107, [Ri3-10-01]
Cyber secaity TequieantsT

Mitigation within reascmabls teefrarg Mo towfrare dafined by IS0VEAE DIS 21434 (B)

[ﬂjhlmlmﬁm1ﬁmﬁn [BG-11-01], [RiQ-11-02]
r_rbw rnqmm of the Ham

() Is a process ssmblissed to validets the | [RG-12-01]
cybes secmiy rnqmm of the Tem

7.2.14. Tho wehicls mammfactumer dall demensirate Sat the processes weed witin dair Cyber Seamity Mamagerent
S}Muﬂmﬂﬂlhnmmgnﬁmdbmpunt?2ﬂﬂ (=) skall be continual Thds sball:

{3) Imchudevehiclas afier & ko

(b} Izchnds the capabdity to anabyss and detect cybar threats, wubnarahilities and oyber-aracks froe vebicla dita
and wekicls logs This capability skall respect paragreph 1.3, 2nd @ privacy rghts of car ewsars o dovars,
particulaiy with respect o consent.

T.222 (2) The processes used Sor eosuring that S ik awesmnant is kept camen

Mozitoring afer Sret reghtration. Clema 7.3 “Crbamecmty Monitorizng™

{1 Ts & procoss osablished. 50 Jeoap the | [RQ-11-03], [RIG-D6-0E]. [REHO7-05], [RG-07-06]
Cyber secomify rik assssmant corent”

Copability %o ambyse and detect cybor | Mot eplicity meafioned in ISOVEAE DIE 21434 (E), Tt could ba
threats, velembditios and ofber-atocks seam a5 Cybemecurity Information.

7.212. {g) The processss nsed to monstar for, mmmmmm cybar Srsats and vunemhilites oa
1¢:hmqgumdhpmmmmm o implansamted are stll efectte
ﬁnh#nimnbwhmmimhm.lﬂmﬂﬂhnhm

Baspacting pr ights of car owmar or | Ot of scope of ISOVSAF 21434, so mot applicable

(511 Tz a proces: evablizhed b momiter for | [REQ-07-01]

72175, The wekicle manufactrar shall be required to denonsiram bow Sair Cybar Secezity Mmagemons Syem will
manam depandancies thar mary eodis Wit contacted supphisn, senics providen or memefactmer s sub-crmnizrions
mmﬁﬁnmdm]’l}l

anndmnu fhat pary et with | [RQHOS09], [Rig-15403], [RC-15-02]
cenmced spplen

Dopendencics fnt oy et with | [RQ-0609], [RG-13-03], [RC-15-02]
ceatrackd servics pronidens

anndmnu o moy est with | [RG-06-09] [RQI3-3] RC-15-02]

cyber secaity informaton?
{=2) I a process evablished to dewect oyber | [RIG-07-02]
BRIy et
{=3) Is aprocess ssblished to assesws oyber | [ROHITH03], [ROHIT-04]
vulnarahilities?
L watyblished 7 1504 1 13-03]
) Lo procee sxobihed 1o senge | RQ-070%) 13-4, R 1305 RC-1 343
{£7) Is a process sstablished to mepond on | [RiQ-13-01], [RiQ-13-402], [RQ-13-03]
cyber secaity incidemt?
(=) I a proces: sstbitshed to validws | [RiQ-11-01]), [RQI1-03], [ROQ-11-04]
edfecttrumon of the respomse’

i) Tha procssses used to provide miovant dats to support azaheuds of attampasd| or successfil cybsar-attacks.

Is 2 process gven 1o provide relevant dam | [ROH0T-03]

10 mpport anakysis?
7223, The vshicle skl s rved within dhair Crber Wiamagern
& will anzemo bawed on campczization refared to in point 7.2.2.2 o) and 7220 Smats and
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ISO/SAE DIS 21434 ACTIVITIES AND WORK PRODUCTS

VS. SESIP methodology expected Deliveries

Activities Raw material exist at SESIP Work Products

Organization Culture

5. Overall Cybersecurity [WP-05-01] Cybersecurity policy, rules and processes
Management [WP-05-02] Evidence of competence management, awareness
£ g YES management and continuous improvement
3 E [WP-05-03] Organizational cybersecurity audit report
b Y [WP-05-04] Evidence of the organization’s management systems
g g [WP-05-05] Evidence of tool management
3> - 6. Project Dependent [WP-06-01] Cybersecurity plan
Cybersecurity Management YES [WP-06-02] Cybersecurity case
[WP-06-03] Cybersecurity assessment report
[WP-06-04] Release for post-development report
Continuous Cybersecurity Activities
7.3 Cybersecurity YES [WP-07-01] List of sources for cybersecurity monitoring
) E‘ " Monitoring [WP-07-02] Results from the triage of cybersecurity information
S 3L 7.4 Cybersecurity Event [WP-07-03] Cybersecurity event assessment
£o2 Assessment YES
5 13 K 7.5 Vulnerability Analysis YES [WP-07-04] Vulnerability analysis
€3 7.6 Vulnerability Management YES [WP-07-05] Rationale for the managed vulnerability
Concept and Product Development Phases
8.3 Asset Identification YES [WP-08-01] Damage scenarios
[WP-08-02] Identified assets and cybersecurity properties
8.4 Threat Scenario YES [WP-08-03] Threat scenarios
Identification
E 4 8.5 Impact Rating YES [WP-08-04] Impact rating, including the associated impact
P - 8 categories of the damage scenarios
g% 8.6 Attack Path Analysis YES [WP-08-05] Identified attack paths
2 = 8.7 Attack Feasibility Rating YES [WP-08-06] Attack feasibility rating
8.8 Risk Determination YES [WP-08-07] Risk value
8.9 Risk Treatment YES [WP-08-08] Risk treatment decision per threat scenario
Decision
9.3 Item Definition YES [WP-09-01] Item definition
9.4 Cybersecurity Goals [WP-09-02] Threat analysis and risk assessment
YES [WP-09-03] Risk treatment decisions
§ ﬁ [WP-09-04] Cybersecurity goals
oanm o [WP-09-05] Cybersecurity claims
° [WP-09-06] Verification report
9.5 Cybersecurity YES [WP-09-07] Cybersecurity concept
Concept [WP-09-08] Verification report of cybersecurity concept
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ISO/SAE DIS 21434 ACTIVITIES AND WORK PRODUCTS
VS. SESIP methodology expected Deliveries (Cont.)

Activities Raw material exist in SESIP Work Products
10.4.1 Refinement of Y [WP-10-01] Refined cybersecurity specification
Cybersecurity YES [WP-10-02] Cybersecurity requirements for post-development
Requirements and YES [WP-10-03] Verification report for the refined cybersecurity specification
Architectural Design
) 10.4.2 Integration and YES [WP-10-04] Vulnerability analysis report
4 °E> ®» Verification YES [WP-10-05] Integration and verification specification
3 g § 10.4.3 Specific YEOS [WP-10-06] Integration and verification reports
ng: ?>’ £ Requirements for YES ]V_V‘I;’_ -10- 07_|ch|>_cumentat|on of the modelling, design, or programming languages and
8 Software Development coding guidelines
YES [WP-10-08] Software unit design and software unit implementation
11. Cybersecurity YES [WP-11-01] Validation specification
Validation of the ltem at [WP-11-02] Validation report
Vehicle Level
Post-Development phases
12. Production YES [WP-12-01] Production control plan
13.3 Cybersecurity YES [WP-13-01] Cybersecurity incident response plan
Incident Response [WP-13-02] Cybersecurity incident response information
13.4 Updates YES [WP-13-03] Procedures to communicate end of cybersecurity support
14. Decommissioning | None
Supporting Processes
15. YES [WP-15-01] Cybersecurity interface agreement
Distributed
Cybersecurity
Activities
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