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Important note!

Everything in this presentation reflects our current ideas and thinking.

The broad strokes are probably accurate. Details will certainly
change. Don't depend on anything until it's released.
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About Me

e David Zeuthen

e Software Engineer at Google in the Android Security and Privacy Team
o Involved in hardware-backed security and OS security (TEEs, SEs, bootloaders, etc)
o  Working with both 1P and 3P application providers and hardware OEMs

e Been involved with Digital Identity since 2018
o Member ISO/IEC JTC1 SC17 WG4 and WG10 (23220 series, 18013-5/7)
o  Member W3C WICG for Digital Identities

e OpenWallet Foundation TAC Member

e Maintainer of OWF Identity Credential project

e Passionate about the intersection of UX and security/privacy oo
oogle


https://github.com/WICG/digital-identities
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OWEF Identity Credential

What is it?
o Libraries and applications for Real-World Identity
o Initial focus was Android and mDL according to ISO/IEC 18013-5:2021
o  Current focus includes iOS, server-side, and multiple credential formats

Hosted at https:/github.com/openwallet-foundation-labs/identity-credential
o  Available since 2019 under Apache2 license
o  An OpenWallet Foundation project since fall 2023

Implements issuance/provisioning, storage, presentment, and verification of mDL/mdocs
o Implements ISO/IEC 18013-5:2021 for presentment (mdoc and mdoc reader)
m  Currently used in production apps on Android
o lIssuance and user proofing
m  Our current focus
o  Uses hardware-backed keystore and remote attestation

Production-quality library stack
o Beento mostISO SC17 WG10 organized mDL interoperability events, can pass UL certifications
o  Used in several wallet projects, including Google Wallet and EUDI Wallet Reference Code Google
o  Strong focus on testability


https://github.com/openwallet-foundation-labs/identity-credential

Issuer

Three Party Model

In the context of OWF Identity Credential
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MDoc Support

/ Generic MDoc Code (parsers + generato&

f DeviceRequest 1 DeviceResponse

f DocRequest 1 Document |

( MSO 1 StaticAuthData |
2 “ >/
ﬂndroid MDoc Code \

f QrEngagement 1 DeviceRetrieval |

f NfcEngagement 1 Verification |

( BleDataTransport 1 NfcDataTransport |

0

J

QﬁAwareTransport /
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* No explicit Android dependencies: designed to
also be used server side e.g. for issuance and
verification. Also useful for unit testing.

* No explicit MDoc dependency: library can just as
easily be used for W3C VCs as for MDoc. Maps well
to e.g. SD-JWT

+ Secure Area and storage abstraction: library
includes Android Keystore implementation (for
HW-backed keys) but application can easily include
its own implementation for communicating with
proprietary Cloud or Secure Element secure areas

+ Batteries included: library includes
production-quality Wallet (Holder) and Reader
(Verifier) apps

Google
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Wallet - Provision Credential

12:54 © 103 © 1:03 © 1:04 ©

= Wallet & Add to Wallet

Select the kind of document to add
Utopia Driving License
Utopia Department of Motor Vehicles

Add to Wallet
‘ Utopia Personal Information Document

Utopia Central Registry

No documents in wallet, start by
adding one

Provisioning

Provisioning a Mobile Driving
License (mDL)

In the following screens, information will be
collected for provisioning of a mDL.

The mDL can either contain hard-coded data for
fictional person or data derived from the chip in an
ePassport or eID document.

In this version of the application the mDL is
generated and signed on-device. In future versions
the collected evidence will be conveyed securely
and privately to an issuance server for evaluation
and signing of the mDL.

The created mDL will be bound to this device.

I understand

Provisioning

Scan ePassport/elD?
O No, create mDL with hard-coded data

@® Yes, derive the mDL from ePassport/elD

Google



Wallet - Provision Credential

1:04 © 105 © 1:05 © *n 1:06 © <0

Wallet

Provisioning Provisioning < Provisioning

Scan your document using camera

Scan the main page of your passport or m
machine-readable area of your card. When

scanning succeeds, the next screen will appear
automatically. Tap to share or use code

v
Your application is about to be sent the ID issuer DRIVER’OF LICENSE

. for verification. You will get notified when the
Scan your document using NFC application is approved.

Reading data through tunnel: 30%

Google



Wallet - Credential Information

Document

"DRIVER’OF LICENISE

Driving License

Name
DAVID's mDL

Issuer
Utopia Department of Motor Vehicles

Status
Ready to be used

Last Update Check
43 minutes ago

Document =
C' Check for Update
@® show Data

@] Show Keys

E Delete

Driving License

Name
DAVID's mDL

Issuer
Utopia Department of Motor Vehicles

Status
Ready to be used

Last Update Check
43 minutes ago

Document Data

Showing this screen is not a secure way of sharing identity data
because the verifier has no way to confirm the authenticity of the
data. Use NFC or QR to share identity data in a secure and
privacy-preserving manner.

Given Names
DAVID 0“

O
e (O
Date of @ “

Sex
Male

Date of Issue
2024-03-18

Date of Expiry
2029-03-17

Issuing Authority
Utopia Department of Motor Vehicles

Issuing Country
uTt

UN Distinguishing Sign

[

149 © <0
< Credential Keys
Key Number

10of3

Description
1SO/IEC 18013-5:2021 mdoc MSO

Document Type
0rg.is0.18013.5.1.mDL

MSO Version
1.0

Issuer Data Digest Algorithm
SHA-256

Device Key Curve
P256

Secure Area
Android Keystore Secure Area

User Authentication
[LSKF, BIOMETRIC] (Every use)

In StrongBox
No

Issuer Provided Data
31100 bytes

Usage Count
]

Signed At
2024-03-18 13:06:08

Valid From
2024-03-18 13:06:08

Valid Until ooo

Google



Wallet - Proximity Sharing (ISO/IEC 18013-5:2021)

112 © 115 O A4

Wallet < Show Document

Tap to Engagement Received: 334 ms

BLE scanning: N/A ms

Engagement Received to Request Sent: 2097 ms
Request Sent to Response Received: 7498 ms
Total transaction time: 9929 ms

[

Tap to share or use code

Engagement Method: NFC Negotiated Handover

Device Retrieval Method: ble:central_client_mode:uuid=
— 25dd59a0-86db-48ad-a3b0-678f253da117

Session encryption curve: P256

[ IC OWF Identity Credential Reader is requesting
DRIVER’OF LICENSE information from "DAVID's mDL" Doctype: org.iso0.18013.5.1.mDL
. v Issuer’s DS Key Recognized: (OWF Identity Credential
. . TEST IACA)
« Family Name « Given Names

+ Issuer Signed Authenticated
+ Device Signed Authenticated (ECDSA)

* Date of Issue + Date of Expiry MSO
7 Signed: 2024-03-18T17:11:52Z
« Issuing Authority « License Number v Valid From: 2024-03-18T17:11:52Z
= / Valid Until: 2025-03-18T17:11:52Z
* Photo of Holder « Sex DeviceKey
/ Curve: P256
+ Compliance Type « EDL Indicator v/ SHAT:
e798fe82940a7aa3f18b3b4bb8955fcac7408b08
* Sex Namespace: org.is0.18013.5.1
+/ Family Name -> ZEUTHEN
Given Names -> DAVID
s Sie / Date of Issue -> 2024-03-18
Checkmarks indicates the (Rt~ Eenine S 0M00 0217
data was cryptographically
o# oW code .
verified and thus
 — ] _— trustworthy

Holder's Device Verifier's Device



Wallet - Proximity Sharing (ISO/IEC 18013-5:2021)

Google


http://www.youtube.com/watch?v=cGsMsS2Pn-0

Wallet - Share to Website (W3C WICG Digital Identities)

1:08 © *n

Y % identitycredential.dev + ®

Identity Credential Demo

Get started with the
IdentityCredential API

Easily request verified identity documents
such as Mobile Driving Licenses or National
ID cards

MDOC - Mobile Driving License (mDL)
Request a user's driving license

Federated Identity - Google verified email &
telephone number

Request the user's Google verified email and telephone
number

Verifiable Credentials - Employment Status

Request the user's employment status as a verifiable
credential

Request Credentials

Created by the Google Android and Chrome
teams. This is not an offical Google product.

Share info with
https://identitycredential.dev?

DAVID's mDL
Wallet

Only this info will be shared:

* Photo of Holder
* Family Name

View details

* Given Names

Share info with
https://identitycredential.dev

5 pavios moL

Wallet

Photo of Holder
22943 bytes

Given Names
DAVID

Family Name

ZEUTHEN

1:09 © *n

Y % identitycredential.dev + ®

User Data X

family_name
ZEUTHEN

given_name
DAVID

portrait




OWEF Identity Credential roadmap

e Integration with https:/github.com/WICG/digital-identities
o A way to present identity credentials through the web browser
m Including x-device and x-platform
o  Actively working with other industry partners and SDOs in the W3C

e Working with Android and Chrome teams to add native rich APIs for Real-World Identity

e Low-power / direct-access use-case
o  We're writing an open-source Java Card to facilitate mDL/mdoc presentment when the
phone is out of battery (but has enough battery to power the NFC chip)

e Focus areas:

W3C Browser API

Issuance and user proofing (including Wallet Server)

Making wallet/reader applications production quality

iOS support (via Kotlin Multiplatform and Compose Multiplatform)
ZKP-based presentation protocols

o O O O O

Google


https://github.com/WICG/digital-identities

Credential Formats

e Our libraries and applications are designed to support any credential format
e We have a lot of experience with mdoc/mDL from ISO/IEC 18013-5:2021 and we like it a lot

o Uses proven cryptography implemented in Secure Hardware on essentially any phone
m Elliptic Curve Cryptography using ECDSA, ECDH, AES-GCM, etc

o  Excellent security and privacy features for the holder

m Selective Disclosure

m Anti-tracking (via one-time-use MSOs)

m Anti-cloning (via keeping DeviceKey in Secure Hardware)
o  Excellent interoperability profile

o  Broad industry support (wallets, readers, issuance systems, open-source code)

o Extensible to other document formats than mDL

Google
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The world has
changed.

@ GoogleWallet ~ Propr ietary & Confidential



The wallet Meet Google Wallet.
ecosystem s
evolving rapidly.

It stores your Built for the best experience
everyday essentials across Google surfaces

Mock is an illustrative design concept and not final

MARYLAND

Elisa B.

Payments ®  Your location
Identification

- Transit Walk 5 min (0.2 mi)

4 billion people are expected Boarding Passes
to use digital wallets by Hotel Keys Montgomery
2024, Up from 2.3B in 2019 Car Keys GZED Richmond via Milbrae

LOya|ty On time - in 25 min
Health Pay with $5 + 1 pass

Event Tickets

&8 Google Wallet Proprietary & Confidential 20

Also at 6:26 PM & 6:31 PM

v Ride 31 stops (5 min)

104h Q4 / Malland



https://www.figma.com/file/YBABWDyZrMleDUCEjJE5Td?node-id=3881:117880
https://www.figma.com/file/YBABWDyZrMleDUCEjJE5Td?node-id=3881:117880
https://www.figma.com/file/YBABWDyZrMleDUCEjJE5Td?node-id=3881:117880

Consumer expectations

A vision of the (near) future

Imagine you're heading for weekend trip to explore a new city

Walk to

your coffee shop and
use your phone to pay

Take transit

to the airport. Pay with
your phone and see your card
balance in Google Maps

8 Google Wallet

Go through

security showing your
digital driver’s license

Find your gate
using your mobile
boarding pass

Proprietary & Confidential

Start your rental
car using your phone

Check in

and open your hotel room
with your phone as the key

Tap to pay

for toothpaste at the
drugstore, loyalty card
is applied automatically

Enter a concert

that evening showing
your vaccine card and
ticket on your phone

21



80+

Countries live
today with plans
to expand globally

prmm
-




Users list ID Cards
as the #1 wallet
item they would like
digitized.

.MARYL AND

ElisaB-

8 Google Wallet Proprietary & Confidential

What items do you wish could be digitized?

Surveys across US, UK, JP, RU, BR, FR

pr—

ID Card

Vaccine card

Loyalty card

Passport

Medical insurance card
Train or bus ticket

Gift card

Metro card

National insurance card
Event ticket

Flight and boarding pass
Gym membership .
Biometric info

House key :
S 0%

© 40%

23



Digital IDs in

Google Wallet:

Secure and
seamless.

8 Google Wallet

Proprietary & Confidential

{C

MARYLAND

Elisa B.

Tap reader or show code

M)

Details

> < #2 Show code )

Trusted secure data

Data is verified against an authoritative
source, digitally signed to mitigate
tampering, and stored encrypted only
accessible by the user.

Easy to use

Sharing ID is as simple as reviewing
requested data and authenticating to
share.

Interoperable

Collaborated with industry stakeholders to
define ISO standards for digital IDs to
ensure ease of developer adoption and an
open ecosystem.

24


https://www.figma.com/file/YBABWDyZrMleDUCEjJE5Td?node-id=3881:117880
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Android Security




Security Primitives in Android for ID apps

e Verified Boot, 0S immutability, and signed sandboxed applications
o  Provides guarantees to the ID issuer that all code being executed on a device is from a trusted
source (device manufacturer, application vendor, etc)

e Availability of hardware-backed cryptography
o  Elliptic Curve Cryptography

m P-256 ECDSA on essentially all devices

m P-256 ECDH, Ed25519, X25519 on newer devices
Optional limited number of uses per key
User Authentication (LSKF and/or biometric)
Attestation of hardware-backed keys, including device-claims about Verified Boot
Private key material is designed to never leave the Secure Area (TEE or SE)
StrongBox-variant for devices with certified Secure Elements
Secure Key Import on newer devices (for keys generated off-device)

o O O O O O

e OMAPI for communication with Secure Elements on devices that have them
o  Albeit in a fragmentation-prone way

e  Our OWF Identity Credential stack is built on top of this foundation Google
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Thank You




