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FAULT INJECTION –
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FUTURE PRODUCT 
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AGENDA

• What is fault injection?

• Why is it relevant for the 
automotive industry?

• Future product planning
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WHAT IS FAULT INJECTION?

• Manipulating the normal operating environment of a chip to change 
the program flow of the software running on the chip.

• 3 main types of FI techniques:
• Voltage or clock glitching

• ElectroMagnetic glitching

• Optical (i.e. laser) glitching
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Voltage glitching
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Voltage glitching
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Power dip below the threshold

• Inject fault through glitches on e.g. power supply (VCC)

Logical threshold

Power dip while reading data

Voltage

Time

Logical 1

Logical 0

3.3

0.0

1.8
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Effects of glitches

Enabling/disabling 
functionality

Chip Destruction

REG R/W

CMP R0,R1
BNE ERROR
...

HW IP

Skipping instructions

Preventing R/W

Flipping bits
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• Does UN R155/156, ISO21434, SAE J3061 or other standards require 
FI?

• Does type approval have any requirements for FI? 

• Now or in the near future?

What about industry standards ?

DRAFT
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Why is this relevant?
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Why is this relevant?
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Why is this relevant?
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• Average product development lifecycle of Electric Vehicle is 24-30 
months

• Average life span of EV is 10-20 years.

• Recalls to replace ECU’s are very, very expensive

• Hardware security threats will evolve and become even more 
relevant

• AI/machine learning

Future product planning

DRAFT
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• PSA Certified and SESIP lvl 3 include voltage, clock and EM FI testing

• Resistant chips are already available on the market

• Software counter measures must be added

• OEMs and type approval authorities should mandate FI resistance 
today 

Future product planning

DRAFT



driving your security forward

Thank you !
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