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About VicOne

From Trend to VicOne: Always Anticipating, Adapting
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For Head of SW Development

For Head of Cybersecurity OperationsComprehensive Cybersecurity Solutions 
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Emerging Security Risks in 
Software-Defined Vehicles

Expanding Threat Landscape



Virtual ECU Advancements fuel SDV

VIRTUAL ECU

Realizing Updateable Local Systems 
for advanced software integration

Implementing CI/CD for
accelerated vehicle design process

Picture Credit: NXP

Cloud

Feasibility of Digital Twin for
system integration simulation

VicOne Inc. 



Automotive Ecosystem Evolved
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Threat landscape – Wider and more open
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Risks in SDV

Development Lifecycle Cloud Services Physical Car

Speed Up Innovation with 

Open and Standardize

• Open-source software 

vulnerabilities in the entire 

automotive ecosystem

Updatable User 

Experience with Cloud-

Car Connected 

• Connected ecosystem 

vulnerability from V2X

• Cloud to edge/edge to cloud

• Frequent OTA updates

• Higher usage of API

Simplified Development 

with Centralized HPC

• Widespread adoption of 

virtualization technologies

• In-vehicle network security 

risks

• Privacy concerns 

surrounding user profiles

VicOne Inc. 



Expanding Attack Landscape

14.9%

13.5%

IVI

4.1%

FSD

CAN

4.1%
9.5%

2023 H1 Incident Case 
(by category)

9.5%

Source: VicOne and public news

• 2023 H1 incident cases show a broader spectrum of attacks targeting vehicles, expanding from the 

cloud to encompass components and infrastructure.

• Showing integrated protection becomes vital over individual measures.



30% CVEs YoY Increased
● 2023 H1 automotive-related CVEs show a 30% YoY increase from last year.
● Since 2019, there has been an average of 300 automotive-related CVEs per year.
● The continuous rise in CVEs highlight the importance of effective vulnerability management.

Source: VicOne and NVD database

2023 H1
346

225

Escalating Patching Pressure

Effects of Exposed Vulnerabilities in Automotive Systems, for example: Data theft/harvest, Device hijack, 

Device malfunction, Loss of system/service availability, Network host services disabled….



Intrusion Detection and 
Prevention



Vulnerability in detail
OpenSSL Heart Bleed

• https://xkcd.com/1354/
• https://stackoverflow.com

Ironically OpenSSL is Security Library (Secure Sockets Layer Protocol)

How do we get our hands on those?

https://xkcd.com/1354/
https://stackoverflow.com/


Hackers conquer 

Tesla’s in-car web 

browser

The Real Case of Tesla Cars
Experimental security assessment in 2019

Source: ZDI (2019)
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https://www.zerodayinitiative.com/blog/2019/12/18/regular-exploitation-of-a-tesla-model-3-through-chromium-regexp


UN R155 requires competent detection capabilities
Though not mentioned directly in the regulation, IDS becomes an inherent component of vehicle security.

Development Production Post-production
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7.2.2.4.(b) “…Include the capability to analyze and detect cyber threats, vulnerabilities and cyber-
attacks from vehicle data and vehicle logs….”

7.3.7. The vehicle manufacturer shall implement measures for the vehicle type to:
(a) Detect and prevent cyber-attacks against vehicles of the vehicle type;
(b) Support the monitoring capability of the vehicle manufacturer with regards to detecting threats, 
vulnerabilities and cyber-attacks relevant to the vehicle type;

Annex 5 
• M7 Access control techniques and designs shall be applied to protect system data/code.
• M8 Through system design and access control it should not be possible for unauthorized 

personnel to access personal or system critical data. 
• M9 Measures to prevent and detect unauthorized access shall be employed
• M13 Measures to detect and recover from a denial of service attack shall be employed
• M15 Measures to detect malicious internal messages or activity should be considered
• M21 Software shall be security assessed, authenticated and integrity protected. 
• M22 Security controls shall be applied to external interfaces

Expected Capabilities

Detection 
mechanism

Detection 
capabilities



xCarbon intrusion detection and prevention system (IDS/IPS)
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Download & Execute 
malicious code

Protect your on-board ECUs from threats with our 
frictionless IDS/IPS



xCarbon intrusion detection and prevention system (IDS/IPS)
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Detection & Prevention

Mitigated Threats in UN R155 Annex 5VicOne xCarbon host IDPS

• 8.1 Sending a large number of garbage data to vehicle information 
system, so that it is unable to provide services in the normal manner

• 17.1 Corrupted applications, or those with poor software security, used 
as a method to attack vehicle systems

• 11.1 Malicious internal (e.g. CAN) messages
• 24.1 Denial of service, for example this may be triggered on the internal 

network by flooding a CAN bus, or by provoking faults on an ECU via a 
high rate of messaging

• 32.1 Manipulation of OEM hardware, e.g. unauthorised hardware 
added to a vehicle to enable "man-in-the-middle" attack

• Identify suspicious events in Ethernet with Deep 

Packet Inspection, e.g., DoS attack

• Prevent network vulnerability exploitation with attack 

signatures (a.k.a. Virtual patch)

Next-Gen 
Ethernet 
Firewall

• Detect malicious CAN messages with rules 

generated by off-board ML

• Identify anomalies in ID, frequency and payload 

caused by attack

CAN 
Anomaly 
Detection

• Collects system activities and critical events for 

offboard analysis and data forensics

• Extract data from syslog, process log, network log 

with configurable filtering and aggregation

Intelligent 
Sensor

• 9.1 An unprivileged user is able to gain privileged access, for example 
root access

• 18.1 External interfaces such as USB or other ports used as a point of 
attack, for example through code injection

• 18.2 Media infected with viruses connected to the vehicle

• Ensure the software integrity and block the 

execution of unknown applications

• Detect unusual system activities and prevent 

system vulnerability exploitation (a.k.a. Virtual patch)

Advanced 
System 

Protection

Intrusion

Exit 
Point

Entry 
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Pre-
Exec

Run-
time
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• 7.2 Gaining unauthorized access to files or data
• 21.1 Unauthorized deletion/manipulation of system event logs
• 22.2 Introduce malicious software or malicious software activity



Kalli Schlauch – CEH, GCIH

THANK YOU!


	1_
	Slide 1: Intrusion Detection Use Case and Secure Components
	Slide 2: Agenda
	Slide 3: About VicOne From Trend to VicOne: Always Anticipating, Adapting
	Slide 4: Comprehensive Cybersecurity Solutions for CASE Vehicles/SDVs
	Slide 5: Emerging Security Risks in Software-Defined Vehicles  Expanding Threat Landscape
	Slide 6: Virtual ECU Advancements fuel SDV
	Slide 7: Automotive Ecosystem Evolved
	Slide 8: Threat landscape – Wider and more open
	Slide 9: Risks in SDV
	Slide 10: Expanding Attack Landscape  
	Slide 11: 30% CVEs YoY Increased ● 2023 H1 automotive-related CVEs show a 30% YoY increase from last year. ● Since 2019, there has been an average of 300 automotive-related CVEs per year. ● The continuous rise in CVEs highlight the importance of effective
	Slide 12: Intrusion Detection and Prevention
	Slide 13: Vulnerability in detail OpenSSL Heart Bleed
	Slide 14: The Real Case of Tesla Cars Experimental security assessment in 2019
	Slide 15: UN R155 requires competent detection capabilities Though not mentioned directly in the regulation, IDS becomes an inherent component of vehicle security.
	Slide 16: Protect your on-board ECUs from threats with our frictionless IDS/IPS
	Slide 17: Protect your on-board ECUs from threats with our frictionless IDS/IPS
	Slide 18: Detection & Prevention
	Slide 19


