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Presenter Notes
Presentation Notes
Speaker notes: Thank you for your time Introducing TrustonicOutcome of the session – identifying what we can help you with
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Ta lk o ve rvie w  a t  100 ,000ft

?
Who am I?

Kenji Takahashi
Business Development,
Japan
Trustonic Ltd.

Who is Trustonic?

Leading Vendor for 
solutions based on 
Trusted Execution 
Environments

Why should you care?

What are TEEs and 
which challenges do 
they help address
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Who  Are  We

3

HARDWARE BACKED SECURI TY: TRUSTED 
EXECUTI ON ENVI RONMENT 

GLOBAL SI LI CON PARTNERS

2 BN+

Devices

120+

Patents

80M+

Vehicles Fo und e d  b y ARM, Ge m a l t o  & G&D in  2010

 I nd e p e nd e nt  s inc e  2020

 De p lo ym e nt s  in  23m + ve h ic le s  

 Ad d it io na l  60m + a d d it io na l  ve h ic le s  
und e r c o nt ra c t

 Ze ro  re p o rt e d  b re e c he s

 Glo b a l  o p e ra t io ns  a nd  s up p o rt

Wo rk w it h  t he  le a d ing  SOC ve nd o rs  t o  
in t e g ra t e  a t  t he  BSP le ve l
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Trus t e d  Exe c ut io n Enviro nm e nt s

• Co m m o n a ut o m o t ive  
a p p l ic a t io ns  fo r TEE

• Fut ure  t re nd sTEEs  a re  a n  “e nviro nm e nt ” t o  run  s e c urit y
re la t e d  s o ft w a re  in  e m b e d d e d  d e vic e s .

I n it ia l  fo c us  w a s  o n  p ho ne s , b ut  b ro a d ly 
a p p l ic a b le  t o  I o T a nd  Aut o m o t ive .

Presenter Notes
Presentation Notes
TEEs is a mature technology, and I’ll explain it in some more detail shortlyThey have been heavily used in mobile phones for years – Global Platform, who standardizes TEEs estimates 15 billion devices in use todayMore recently a lot of attention has turned to Automotive as millions of vehicles already make use of one or more TEEsTalk is in 4 sections:
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Co m m o n Aut o m o t ive  I VI  Us e  Ca s e s

• I VI  s ys t e m s  a re  o ft e n  b a s e d  o n And ro id  (w hic h  m a nd a t e s  us e  o f 
a  TEE) m a king  a  TEE a  c o m m o n c ho ic e

• DRM s ys t e m s  t yp ic a l ly re q uire  t ha t  vid e o  d e c o d e  a nd  
s e c ure  vid e o  p a t h  is  m a na g e d  b y TEE fo r HD vid e o

• Virt ua l  As s is t a nt s  a nd  ‘Pro file s ’ inc re a s ing ly re ly o n  TEE t o  
e ns ure  p riva c y & s e c urit y o f us e r d a t a

Presenter Notes
Presentation Notes
Note TEE is not android specific in any wayGreater awareness of TEEs in those producting “applications” like Alexa has lead to TEE being called out in requirements.“Profile management” is expected to be an important area, as users expect their lives to follow then from phone to car – and privacy is paramount.
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Bro a d e r Aut o m o t ive  Us e  Ca s e s

• TEEs can be used anywhere within a vehicle
• Increasingly common in Telematics and Cluster

• Key role is to establish and maintain trust
• ...between components within vehicle

• …between vehicle and OEM cloud services

• TEEs run on the main application processor so gain many 
software advantages

• Ability to update software (Post-Quantum Crypto)
• Ability to store and protect large amounts of data

(Privacy + Data Integrity)

• TEEs can leverage privileged hardware access
• Protected peripheral access (e.g. DRM or Biometrics)
• Per-SOC secret keys
• Increasingly used to mediate access to HSMs / Secure Elements
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Pro t e c t ing  ve hic l e s  o f t he  fut ure

• PQC m a y s t il l  b e  a  fe w  
ye a rs  a w a y – b ut  t o d a y’s  
c a rs  w il l  b e  a ro und  fo r 15 
ye a rs

• Ne e d  a b il it y t o  up d a t e  
s o ft w a re  a nd  ke ys  OTA

• But  PQC w il l  d rive  d e e p e r 
c ha ng e

• Ne w  c e rt ific a t e s  /  CAs
• Glo b a l  TLS Cha ng e s
• Ne w  Op e n SSL Pro vid e rs
• Cha l le ng e s  w it h  b o o t  

ROMs
• Re g io na l  va ria t io n

Po s t  Qua nt um  Cryp t o

2030no w

Presenter Notes
Presentation Notes
Image: https://www.autoevolution.com/news/italian-duo-record-setting-moving-car-wheel-change-7764-seconds-flat-194049.html(2022 wheel change in 77.64 seconds)Post Quantum Crypto is going to be like changing the tyres whilst the vehicle is in motion. Whilst there are proposed algorithms today, there is still a lot of churn, and cars shipped in the next few years will need updating – not just keys but algorithms, (etc)
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Pro t e c t ing  ve hic l e s  o f t he  fut ure
no w 2030

• ADAS/ Aut o no m o us  s ys t e m s  
ne e d  t o  t rus t  t he  d a t a  o n  
w hic h  t he y re ly

• Bo t h  le g a l  a nd  il l e g a l  
m o d ific a t io ns  t o  a  ve hic le  
c a n  le a d  t o  t he  
in t ro d uc t io n  o f fa ke  p a rt s , 
o r unt rus t w o rt hy d a t a .

• TEEs  in  c o re  ECUs  o r 
End p o int s  c a n  s ig n  
m e s s a g e s  a nd  p ro vid e  a  
b a s is  fo r ve hic le  w id e  t rus t

At t e s t a t io n  
a nd  Trus t

Presenter Notes
Presentation Notes
Attestation is another growing area. This is a means by which an endpoint, such as a car, can securely identify itself and its attributes to remote partners.This will be critical to enable trust and allow OEMs to provide critical features such as Autonomous driving support without fear of failures due to sub-standard replacement parts or software vulnerabilities.
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Pro t e c t ing  ve hic l e s  o f t he  fut ure

• Aut o m a ke rs  a re  
inc re a s ing ly a w a re  o f 
GDPR a nd  s im ila r g lo b a l  
l e g is la t io n . 

• A fra m e w o rk fo r m a na g ing  
us e r d a t a  is  ne e d e d , w hic h  
re s p e c t s  p riva c y w hil s t  
p ro vid ing  a  s e a m le s s  
e xp e rie nc e  a c ro s s  d e vic e s

• TEEs  ha ve  lo ng  b e e n us e d  
in  Mo b ile  d e vic e s  fo r us e r 
p riva c y, a nd  t he re  a re  
na t ura l  s yne rg ie s  in  
Aut o m o t ive

Da t a  Priva c y

no w 2030

Presenter Notes
Presentation Notes
We have talked about privacy already. Today some OEMs are already worrying about data – but are doing so in ugly ways – such as forcing users to log in to cars or click through disclaimers.TEEs can help provide secure underpinnings for data management, but there are broader problems that need to be addressed.
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Pro t e c t ing  ve hic l e s  o f t he  fut ure

• So ft w a re  w it h in  d e vic e s  
c a n  c o s t  m il l io ns  o f 
d o l la rs , a nd  ne e d s  
p ro t e c t io n  a g a ins t  t he ft .

• AI  a lg o rit hm s  in  p a rt ic ula r 
a re  h ig h  va lue  a nd  
s us c e p t ib le  t o  t he ft

• The  TEE c a n b e  us e d  t o  
s e c ure ly e xe c ut e  c o d e  
w it ho ut  e xp o s ing  it  t o  
p rying  e ye s

I P Pro t e c t io n

no w 2030

Presenter Notes
Presentation Notes
TEEs have been used for years to protect IP in the form of digital rights management (DRM) for high definition video.A much larger problem for the future is protection of the algorithms used for high value features such as autonomous driving.Industrial espionage is far easier in a software world – and some of these algorithms will be worth hundreds of millions.
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Pro t e c t ing  ve hic l e s  o f t he  fut ure

• Da t a  g e ne ra t e d  b y us e rs  
a nd  b y ve hic le s  ha s  h ig h  
p o t e nt ia l  va lue

• Co nt ro l l ing  t he  m o ne t ize  
p a t hw a ys , a nd  no t  g ift  t o  
Sil ic o n Va l le y p a rt ne rs .

• The  TEE c a n b e  us e d  t o  
g e ne ra t e  a nd  s t o re  d a t a  a t  
t he  h ig he s t  l e ve ls  o f 
s e c urit y.

Da t a  Mo ne t iza t io n

no w 2030

Presenter Notes
Presentation Notes
OEMs have long looked for other revenue streams.Data 



12

Sum m a ry
• Global legislation and data opportunities means a 

renewed focus on software security.
• TEEs provide a robust platform
• Complementary to SEs and HSMs
• In the future TEEs will be present in increasing 

numbers of components, enabling new use cases and 
vehicle wide trust.



Tha nk Yo u - Que s t io ns


	TEE Automotive�Use Cases – September 2023
	Talk overview at 100,000ft
	Who Are We
	Trusted Execution Environments
	Common Automotive IVI Use Cases
	Broader Automotive Use Cases
	Protecting vehicles of the future
	Protecting vehicles of the future
	Protecting vehicles of the future
	Protecting vehicles of the future
	Protecting vehicles of the future
	Summary
	Thank You - Questions

