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Why SESIP?

Regulation

Standards Certification

SB-327

S.734 - Internet of 
Things Cybersecurity 
Improvement Act of 
2019

GDPR 
CSA
NIS

PSD2  
RED
…

HB-2395

So now I have a SESIP-certificate…
Now what? 

https://iotsecuritymapping.uk/
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Once upon the time…
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Developer created half, bought half
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OEM security challenge

IoT OEM developer 
(end point)
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Supplier challenge
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Industry challenge
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SESIP: the solution

Security problem

How to use the 
measures for solving 
the security problem

Certificate / results
reusability
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IoT OEM developer 
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SESIP

Ecosystem Complexity
• Method unifying compliance to 

standards, regulations and 
security requirements

Products Complexity
• Flexible method for efficient 

evaluation of all product 
combinations

• Suited for composition and re-
use

Security Context
• Efficient definition of IoT 

security requirements
• Evaluation adaptable to attack 

context
• Understandable by all 

stakeholders

Common 
Criteria

(ISO 15408)

SESIP
Methodology

SARs SFRs

Database

SOG
-IS

PSA
Certif
ied

SESI
P

Certif
iedActual Schemes Certificates consumers

IEC62
443

UL29
00

Methodology

Re-use

Mapping

ETSI EN 303 
645

IC
A

Product Compliance Framework

Security Hardware

OS, Drivers, Connectivity, Security Service

Security Firmware

Connected Platform

Connected Application

Connected Product

Self-assessment
Utilizing public tools to discover publicized potential vulnerabilities

Black-Grey box penetration testing 
Adding vulnerability analysis and penetration testing

White-box vulnerability analysis and penetration testing
Adding source code review

Reuse of SOG-IS CC evaluation
More evidences and higher attack potential

Reuse of SOG-IS CC evaluation
More evidences and higher attack potential
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Security evidence for compliance and more

Regulation

Standards Certification

SB-327

S.734 - Internet of 
Things Cybersecurity 
Improvement Act of 
2019

GDPR 
CSA
NIS

PSD2  
RED
…

HB-2395

So now I have a SESIP-certificate…
Now what? 

Who asks for it?

https://iotsecuritymapping.uk/
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What is an IoT platform

HW and SW components integrated for the purpose of 
providing functionality and supporting IoT device 

functionalities

Security primitives provided by the SW & HW

Security functionality requirements

Application

Platform

IoT Device
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Welcome to the SESIP ecosystem
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SESIP

Designed for IoT platform evaluations, scalable solution to a fragmentation problem

Optimized security evaluations

Suitable to meet many IoT standards for products on these platforms

Supported by a number of big players in the industry with more coming in

Multiple components, and platforms, are available today for composition

Working hard on further recognition

Join the SESIP conversation @GlobalPlatform


