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We are creators and makers of technology
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13 manufacturing sites

As of December 31, 2021

One of the world’s largest semiconductor companies

$12.8 B revenues 

in 2021

48,000 employees of which 

8,400 in R&D

Over 80 sales & marketing 

offices serving over 200,000

customers across the globe

Signatory of the United Nations Global Compact (UNGC)

Member of the Responsible Business Alliance (RBA)



The STM32 Offer
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STM32-F4

STM32-L5

A Broad Product Portfolio
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High Perf

MCUs

Ultra-low Power

MCUs

Wireless

MCUs

Mainstream

MCUs

STM32-F0 STM32-G0 STM32-F1 STM32-F3

STM32-F2

STM32-L0 STM32-L1 STM32-L4

STM32-WL

STM32-L4+

STM32-G4

STM32-MP1

Arm® Cortex® core M0 / M0+ M3 / M4 M33 M7

M55

A7+ M4

Axx + M33

STM32-F7

STM32-WB

MPUs

A Leader in Arm® Cortex®-M 32-bit General Purpose MCU

STM32-H7

+
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STM32-U5

STM32-Hx STM32-Gx

STM32-WBx
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IoT Security & STM32Trust
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A challenge for WW security certification:

► Much progress but offer still fragmented

► Driven by Private Sector & Public Sector

► Alignment at stake: WW recognition vs National sovereignty

ST challenges: 

► Define the best approach for certified foundations

► Explain re-use, composition & mapping for OEMs

Security for IoT Devices
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► Customer Survey in 2021: Security matters for 70% of them

► Platform security as the cornerstone to connected device security

► A standardized approach with explicit Security Functions & “Security Guarantees”

► Easy coverage of OEM level certification schemes

► Security components as enablers for OEM Application & Services

► Seamless and secure provisioning  & connection to the cloud

► Sensitive assets protection (keys, ID) at boot & runtime

Security for IoT Devices
Customer expectations
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IEC 62443-4

EN 303 645



How to address customer demand for security ?
The STM32Trust Framework

Protect customer assets

Why 

Fulfill Security Functions

How 

IoT Security Assurance Levels

To reach 

www.st.com/STM32Trust

What 

A high-level Security Framework

http://www.st.com/STM32Trust


► STM32Trust meeting 2 IoT certification schemes:

From STM32Trust to IoT Security
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ARM® Platform Security Assurance (PSA) 
A security framework around ARM ecosystem

Security Evaluation Standard for IoT Platforms (SESIP)

A security evaluation framework for silicon-based platform



► The de-facto standard for MCUs 

► Derived from CC but w/o the heaviness

► Flexible and accessible evaluation framework

► “Kill 2 birds with one stone” approach at L3

► Endorsed by the industry key players & GlobalPlatform

► Meet OEMs expectations

► Re-use & composition

► Ease the IoT certification process

► Reduce IoT fragmentation. Mapping with ETSI TS 303 645, IEC 62443, IoXt…

The SESIP value
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The STM32 Journey: 
From Basic Security to L3
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STM32 Journey
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2019 2020 2021 2022

Entry Cost Cortex-M0+™

1st Low Power Secure STM32L5 w/Cortex-M33™

L1

L2

L3

Ultra Low Power STM32U5 w/Cortex-M33™

1st Product with Physical Attack Resistance

Low Power Cortex-M4™

Power App STM32G4 CortexM4™
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► Security Awareness

► Security from the ground up for new product development

► Affecting HW, FW, MW and Ecosystem development @ST

► Expertise ➔ Better understanding of major security pitfalls

► Boot process & Lifecycle

► Security-impacting IPs development: Crypto, physical isolation…

► Crypto operations handling: key protection…

Lesson Learned
From Basic to L3
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► ST Security Objectives:

► A standardized security evaluation Strategy: Robustness is essential

► Security as a baseline for any new product:

► Robustness for Boot & OEM code protections ➔ would need dedicated certify scope

► ARM PSA L1 & SESIP1

► Target ARM PSA L3 & SESIP3 on new secure products 

Security Assurance Roadmap
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Step 1

Ensure Legacy product 

portfolio minimal set of 

Logical Attack Resistance

L1

Step 2

Strengthen Logical Attack 

Resistance and introduce 

Basic Board level 

Hardware Resistance

L2 L3

Step 3

Design against Logical, 

Board & Basic 

Physical Resistance

L3 L3

Step 4

Augment Security reach

With Security Services

L3 L3

Completed ! On-going



► A valuable security evaluation framework

► Extension to OEM schemes recognition of SESIP

► Extension to entry-level products covered by SESIP3 / JIL >21

► Work on a Marketing message

► Promote the approach to ST regions & local sales

► Promote the approach to customers

What matters to ST for SESIP
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Q&A
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For further support in creating a 

PowerPoint presentation, including 

graphic assets, formatting tools and 

additional information on the ST brand

you can visit the ST Brand Portal

https://brandportal.st.com
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https://brandportal.st.com/

