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ABOUT US

GlobalPlatform is a non-profit industry association driven by approximately 80 member
companies. Members share a common goal to develop GlobalPlatform specifications,
which are today highly regarded as the international standard for enabling digital
services and devices to be trusted and securely managed throughout their lifecycle.

GlobalPlatform protects digital services by standardizing and certifying a security
hardware/firmware combination, known as a Secure Element, which acts as an
on-device trust anchor. This facilitates collaboration between service providers and
device manufacturers, empowering them to ensure adequate security within all
devices to protect against threats.

GlobalPlatform specifications also standardize the management of secure digital
services and devices once deployed in the field. Altogether, GlobalPlatform enables
convenient and secure digital service delivery to end users, while supporting privacy,
regardless of market sector or device type. Devices secured by GlobalPlatform include
connected cars, set top boxes, smart cards, smartphones, tablets, wearables, and
other Internet-of-Things (loT) devices.

The technology’s widespread global adoption delivers cost and time-to-market
efficiencies to all. Market sectors adopting GlobalPlatform technology include
automotive, healthcare, government and enterprise ID, payments, premium content,
smart cities, industrial automation, smart home, telecoms, transportation, and utilities.

GlobalPlatform’s legacy of successful technical specification development is thanks to
two decades of energetic and effective industry collaboration. Members influence the
organization’s output through participation in technical committees, working groups,
and strategic task forces. GlobalPlatform technology is developed in collaboration with
numerous standards bodies and regional organizations across the world, to ensure
continual relevance and timeliness.
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EXECUTIVE SUMMARY

GlobalPlatform has supported the evolution of Secure Element (SE) technology for
more than 20 years. The organization continues to support the evolution of all SE form
factors — from distinct hardware elements through to integrated SEs — to support the
needs of different use cases and business models in various vertical markets.

As the secure chip ecosystem has evolved, integration has become a notable trend.
To support this, GlobalPlatform has defined the Virtual Primary Platform (VPP). The
specifications set outlines and standardizes the execution of secure digital services for
new SE form factors, like integrated Secure Elements (iSEs) hosted within a System
on Chip (SoC). The organization plans to extend these services to other form factors,
like embedded Secure Elements (eSEs).

In its current form, the specifications support the ability to create a standardized ‘virtual’
secure area inside a tamper-resistant hardware platform, and define the security
services that run on this platform, offering a new universal form factor to host and
execute secure digital services. At the same time, the specifications maintain the high
level of security and tamper-resistance achieved by other SE form factors.

As with these existing SE form factors, VPPs are capable of securely hosting VPP
Applications (VPP apps) and their confidential and cryptographic data, and are capable
of running multiple applications addressing the requirements of different
implementations and business needs.

These specifications allow developers to build secure solutions and deploy them
across a variety of products. The VPP technology is designed to overcome the
dependencies between VPP apps and the underlying platform, meaning that VPP apps
can coexist on the same VPP while operating completely independently for issuance,
certification, maintenance, and ownership. Thanks to functional and security
certification, stakeholders can also be assured that the platform will provide the
required secure services.

This white paper introduces the GlobalPlatform VPP specifications to the key
stakeholders that will utilize this new way to develop, enable, and manage
hardware-backed secure services for new SE form factors. It is GlobalPlatform’s aim
to extend this work to all SE form factors.

As it has always done, GlobalPlatform continually works to benefit the industry by
offering its specifications free of charge, easing the implementation and adoption of
new standardized technologies. It thanks its membership for their support, and
welcomes contributions to its work.
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SECTION 1: INTRODUCTION TO VPP
1.1 WHAT IS VPP OFFERING TO THE MARKET?

Security is fundamental to the success of many applications and services, and a
plethora of devices and platforms exist to provide security.

The wide deployment of SEs across multiple vertical markets is the result of a
standardized platform. Existing SEs — such as SIMs, smart cards, smart microSDs,
and USB tokens — are stand-alone tamper-resistant hardware platforms, developed as
different form factors for different use cases. They are capable of securely hosting
multiple applications and their confidential and cryptographic data, addressing the
requirements of different business implementations and market needs.

As SE technology evolves there are opportunities to leverage new form factors that
support different use cases and business needs and reduce time to market for new
solutions. VPP enables this evolution with a set of specifications, initially for iSEs, that
maintain the same level of security while providing the flexibility to host and execute
secure digital services. It supports a variety of business applications and use cases
and gives clear areas of responsibility for the certification process.

The VPP specifications offer chip, device, and firmware makers a standardized way to
load and manage firmware — combining the secure high-level operating system
(HLOS), its applications, and associated data — in an SE in the device. The SE
combines tamper-resistant secure hardware and embedded software to enable
security by design and certification of the platform including the BSI-PP0084-2014
(Security IC Platform Protection Profile).

As with existing GlobalPlatform SE technologies, VPP can host and run several
separate VPP apps, addressing multiple different use cases — including banking,
telecoms, identity, transport, retail, and more — in complete isolation from one another.
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1.2 How DOES VPP SUPPORT THE EVOLUTION OF SECURE ELEMENT TECHNOLOGY?

VPP creates a common approach that can be applied across different hardware
designs, while offering interoperable secure services for VPP application developers.

Historically, GlobalPlatform focused on managing APls at the OS level to enable apps
to be ported and managed. With this new VPP technology, GlobalPlatform is offering
new low level APIs that abstract the hardware provided by the manufacturer to enable
creation of the VPP apps. This allows multiple third parties — such as VPP app
providers or service providers — to build services that are based on their own high-level
OS and deploy them to the shared hardware platform.

VPP isolates the VPP apps from one another and from the underlying VPP
implementation. The technology enables them to independently access the secure
services and features offered by the platform, even when multiple exclusive VPP apps
are running on the same platform.

Additionally, the VPP specifications standardize the interfaces, the behavior of the
APls, and stakeholders’ responsibilities for the tamper-resistant hardware platform.
The technology also helps app developers to simplify the porting, testing, and
deployment of VPP apps. Importantly, as with all GlobalPlatform secure component
technologies, the VPP specifications are independent of the VPP Application use
cases.

VPP Application
Connectivity

Developers can port existing execution environments or run native code on top of VPP,
offering a straightforward migration path for existing solutions. VPP apps are executed
from program code and data, called firmware (in compliance with the VPP Firmware
Format specification).

The VPP specifications provide an interface for managing firmware. This interface
enables the loading, updating, enabling, disabling, and deleting of firmware. Specific
access rights are needed to use the firmware management interface and
GlobalPlatform has already standardized the Open Firmware Loader as one way to
manage this process.

The VPP specifications define an interface management system that facilitates
communication between VPP apps, VPP itself, the other components present within
the device, and the outside world.
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1.3 WHAT ARE THE BENEFITS OF VPP FOR THE DIFFERENT STAKEHOLDERS?

As with other SE technologies, the VPP specifications bring a range of benefits to
several stakeholders. The table below provides a non-exhaustive list of these
benefits, mapped against some of the stakeholders that will engage in driving the

adoption of the technology.

Table 1: VPP Benefits

Benefit/Stakeholder

A clearly defined interface between the
VPP Application and VPP

Tamper-
resistant
hardware
maker

Device
maker

VPP app
provider

Service
provider

Split of responsibilities clarified

\

Isolation between VPP apps

Supports multiple use cases

Ability to port, test, and validate VPP
Apps

SN N X

Ability to accept and certify

Smooth process for launching new
solutions

<

A defined set of capabilities and
security features, based on assured
level of interoperability that all VPP
implementations support

SN ND X

AR NI N N AN

Enables communication with other
device components

<

Certification according to an
established protection profile (PP-0084
or future SoC PP from Eurosmart)

Differentiate by implementing and
deploying additional services

Update capabilities of the VPP app

A homogeneously installed base of
execution environments across
platforms implementing VPP

Reduced effort for maintaining and
managing the life cycle of VPP Apps

The IP situation has been clarified
thanks to the GlobalPlatform IPR policy
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The adoption of VPP technology will be driven by the value that it offers, alongside
other SE technologies, to the ecosystem and the key stakeholders.

GlobalPlatform continually works to benefit the industry by offering its specifications
free of charge, easing the implementation and adoption of new standardized
technologies.

The results of GlobalPlatform’s approach and the clear value of these specifications is
already being seen. For example, ETSI has already referenced GlobalPlatform’s VPP
specifications in its Smart Secure Platform (SSP) specifications (ETSI TS 103 666-1

and ETSI TS 103 666-2) which seek to address IoT, 5G, and other security sensitive
sectors.

14 How TO LEARN MORE ABOUT VPP

The best way to learn more about VPP is to read through this document and the
following specifications, in the order they appear below:

GPC_FST 142 GlobalPlatform Technology VPP - Concepts and
Interfaces v1.0.1

GPC_FST_140 GlobalPlatform Technology VPP - Network Protocol
v1.0.1

GPC_FST_143 GlobalPlatform Technology VPP - Firmware Format
v1.0.1

GPC_FST_141 GlobalPlatform Technology VPP - Network Protocol
Extension for the Open Firmware Loader v1.0

GlobalPlatform is currently working on a new version of the specification, which will
be available to the marketplace in due course.
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https://www.etsi.org/deliver/etsi_ts/103600_103699/10366601/15.00.00_60/ts_10366601v150000p.pdf
https://www.etsi.org/deliver/etsi_ts/103600_103699/10366602/15.00.00_60/ts_10366602v150000p.pdf

SECTION 2: REVISION HISTORY

Table 2: Revision History
Date Version Description

September 2020 | 1.0 Initial release.
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